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Buffer overflow in the repr function in Python 2.3 through 2.6 before 20060822 allows context-dependent attackers to cause
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Python Python All All All All
Python Software Foundation Python 2.3 All All All
Python Software Foundation Python 2.3.1 All All All
Python Software Foundation Python 2.3.2 All All All
Python Software Foundation Python 2.3.3 All All All
Python Software Foundation Python 2.3.4 All All All
Python Software Foundation Python 2.35 All All All
Python Software Foundation Python 2.4 All All All
Python Software Foundation Python 2.4.2 All All All
Python Software Foundation Python 2.4.3 All All All
Python Software Foundation Python 2.5_alpha_1 All All All
Python Software Foundation Python 2.5 _alpha_2 All All All
Python Software Foundation Python 2.5_beta_1 All All All
Python Software Foundation Python 2.5 beta_2 All All All
Python Software Foundation Python 2.5 _beta_3 All All All
Python Software Foundation Python 2.5 final All All All
Python Software Foundation Python 2.5 release candidate 1 All All All
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Application Python Software Foundation Python 2.5_release_candidate_2 All All All
Application Python Software Foundation Python 2.3 All All All
Application Python Software Foundation Python 2.3.1 All All All
Application Python Software Foundation Python 232 All All All
Application Python Software Foundation Python 2.3.3 All All All
Application Python Software Foundation Python 234 All All All
Application Python Software Foundation Python 2.3.5 All All All
Application Python Software Foundation Python 2.4 All All All
Application Python Software Foundation Python 2.4.2 All All All
Application Python Software Foundation Python 243 All All All
Application Python Software Foundation Python 2.5_alpha_1 All All All
Application Python Software Foundation Python 2.5 _alpha_2 All All All
Application Python Software Foundation Python 2.5_beta_1 All All All
Application Python Software Foundation Python 2.5_beta_2 All All All
Application Python Software Foundation Python 2.5 _beta_3 All All All
Application Python Software Foundation Python 2.5_final All All All
Application Python Software Foundation Python 2.5_release_candidate_1 All All All
Application Python Software Foundation Python 2.5_release_candidate_2 All All All
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Ubuntu update for python - Advisories - Secunia

Gentoo Linux Documentation -- Python: Buffer Overflow

208162 — CVE-2006-4980 repr unicode buffer overflow

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia
Support

usn/usn-359-1 - Ubuntu: Linux for human beings

Bug #56633 in python2.4 (Ubuntu): “buffer overrun in repr() for unicode strings”
Download Patch ESX-9986131 for VMware ESX Server 3.0.1

VMWare ESX Server Multiple Vulnerabilities - Advisories - Secunia
Python Repr() Function Remote Code Execution Vulnerability

Support

Mandriva update for python - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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VMware Knowledge Base
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Gentoo update for python - Advisories - Secunia
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Debian -- Security Information -- DSA-1198-1 python2.3

Download Patch ESX-3069097 for VMware ESX Server 3.0.1

Red Hat Network Satellite Server Update for Solaris Client - Advisories - Community
SecurityFocus

Python "repr()" Unicode String Buffer Overflow Vulnerability - Advisories - Secunia
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox  Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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