CVE-2006-5142

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2006-5142
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-10 04:06:00 UTC
Updated 2021-04-07 18:14:00 UTC
Description Stack-based buffer overflow in CA BrightStor ARCserve Backup R11.5 client and server allows remote attackers to execute

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Broadcom Brightstor Arcserve Backup 11.5 All All All
Application Ca Brightstor Arcserve Backup 11.5 All All All
Application Ca Brightstor Arcserve Backup 11.5 All All All

References |
Reference Source Link
CA Security Advisor Research Blog Posting - October 2006 CONFIRM  www3.ca.com
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
SecurityFocus BUGTRAQ www.securityfocus.com

SupportConnect - Important Security Notice for BrightStor ARCserve Backup (Buffer Overrun) CONFIRM  supportconnectw.ca.com

Webmail- OVH VUPEN Www.vupen.com
Intrusion Prevention IPS | TippingPoint, a division of 3Com | Published Advisories MISC www.tippingpoint.com
CA Multiple Products Discovery Service Remote Buffer Overflow Vulnerability BID www.securityfocus.com
SecurityFocus BUGTRAQ www.securityfocus.com
www3.ca.com/securityadvisor/blogs/posting.aspx CONFIRM  www3.ca.com

CA BrightStor ARCserver Backup Mailslot Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com

CA BrightStor Discovery Service mailslot arbitrary code execution vulnerability CONFIRM  www3.ca.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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