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The (1) fwdrv.sys and (2) khips.sys drivers in Sunbelt Kerio Personal Firewall 4.3.268 and earlier do not validate arguments
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Kerio Personal Firewall 4.0.10 All All All
Kerio Personal Firewall 4.0.11 All All All
Kerio Personal Firewall 4.0.12 All All All
Kerio Personal Firewall 4.0.13 All All All
Kerio Personal Firewall 4.0.14 All All All
Kerio Personal Firewall 4.0.15 All All All
Kerio Personal Firewall 4.0.16 All All All
Kerio Personal Firewall 4.0.6 All All All
Kerio Personal Firewall 4.0.7 All All All
Kerio Personal Firewall 4.0.8 All All All
Kerio Personal Firewall 4.0.9 All All All
Kerio Personal Firewall 4.1 All All All
Kerio Personal Firewall 4.1.0 All All All
Kerio Personal Firewall 411 All All All
Kerio Personal Firewall 412 All All All
Kerio Personal Firewall 4.2 All All All
Kerio Personal Firewall 4.3.246 All All All
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Application Kerio Personal Firewall 4.3.268 All All All
Application Kerio Personal Firewall 4.0.10 All All All
Application Kerio Personal Firewall 4.0.11 All All All
Application Kerio Personal Firewall 4.0.12 All All All
Application Kerio Personal Firewall 4.0.13 All All All
Application Kerio Personal Firewall 4.0.14 All All All
Application Kerio Personal Firewall 4.0.15 All All All
Application Kerio Personal Firewall 4.0.16 All All All
Application Kerio Personal Firewall 4.0.6 All All All
Application Kerio Personal Firewall 4.0.7 All All All
Application Kerio Personal Firewall 4.0.8 All All All
Application Kerio Personal Firewall 4.0.9 All All All
Application Kerio Personal Firewall 4.1 All All All
Application Kerio Personal Firewall 4.1.0 All All All
Application Kerio Personal Firewall 411 All All All
Application Kerio Personal Firewall 4.1.2 All All All
Application Kerio Personal Firewall 4.2 All All All
Application Kerio Personal Firewall 4.3.246 All All All
Application Kerio Personal Firewall 4.3.268 All All All
Reference

Kerio Personal Firewall Hooked Functions Denial of Service - Advisories - Secunia

SecurityFocus

SecurityReason - Kerio Multiple insufficient argument validation of hooked SSDT function Vulnerability

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SecurityTracker.com Archives - Sunbelt Kerio Personal Firewall Input Validation Flaws in Hooked System Calls Let Local Users Deny Service
IBM X-Force Exchange

Sunbelt Kerio Personal Firewall Multiple Local Denial of Service Vulnerabilities

Advisory 2006-10-01.01 - matousec.com

CVE Program record
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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