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CVE CVE-2006-5172
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-16 20:28:00 UTC
Updated 2021-04-07 18:20:00 UTC
Description Stack-based buffer overflow in the RPC interface in Mediasvr.exe in Computer Associates (CA) Brightstor ARCserve BackL
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Broadcom Brightstor Arcserve Backup 9.01 All All All
Application Broadcom Brightstor Arcserve Backup All All All All
Application Broadcom Brightstor Enterprise Backup 10.5 All All All
Application Ca Brightstor Arcserve Backup 9.01 All All All
Application Ca Brightstor Arcserve Backup 9.01 All All All
Application Ca Brightstor Arcserve Backup All All All All
Application Ca Brightstor Enterprise Backup 10.5 All All All
Application Ca Brightstor Enterprise Backup 10.5 All All All
Application Ca Protection Suites r2 All All All
Application Ca Protection Suites r2 All All All
Reference

Computer Associates BrightStor ARCserve Backup MediaSVR.EXE Variant Buffer Overflow Vulnerability
IBM X-Force Exchange
Computer Associates Brightstor ARCserve Mediasvr.exe String

CA BrightStor ARCserve Backup Multiple Vulnerabilities - Advisories - Secunia



https://cve.report/
https://cve.report/CVE-2006-5172/mitre
https://cve.report/CVE-2006-5172/nist
https://cve.report/CVE-2006-5172/cve_org
https://cve.report/api/cve/CVE-2006-5172.json
https://cve.report/CVE-2006-5172.pdf
http://cve.report/vendor/broadcom
http://cve.report/software/broadcom/brightstor_arcserve_backup
http://cve.report/vendor/broadcom
http://cve.report/software/broadcom/brightstor_arcserve_backup
http://cve.report/vendor/broadcom
http://cve.report/software/broadcom/brightstor_enterprise_backup
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_arcserve_backup
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_arcserve_backup
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_arcserve_backup
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_enterprise_backup
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_enterprise_backup
http://cve.report/vendor/ca
http://cve.report/software/ca/protection_suites
http://cve.report/vendor/ca
http://cve.report/software/ca/protection_suites
http://www.securityfocus.com/bid/22016
https://exchange.xforce.ibmcloud.com/vulnerabilities/29344
http://www.iss.net/threats/253.html
http://secunia.com/advisories/23648

supportconnectw.ca.com/public/storage/infodocs/babimpsec-notice.asp

Security Tracker.com Archives - BrightStor ARCserve Backup Bugs in Tape Engine, Mediasvr, and ASCORE.DLL Let Remote Users Execute
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

31320

SecurityFocus

CVE Program record

NVD vulnerability detail

4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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