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Summary

CVE CVE-2006-5202

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-10 04:06:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description Linksys WRT54g firmware 1.00.9 does not require credentials when making configuration changes, which allows remote attackers to modify arbitrary configurations via a direct request to Security.tri, as demonstrated using the SecurityMode and layout parameters, a different issue than CVE-2006-2559.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Linksys Wrt54g 1.00.9 All All All

Hardware Linksys Wrt54g 1.00.9 All All All

References

Reference Source Link Tags

US-CERT Vulnerability Note VU#930364 CERT-VN www.kb.cert.org US Government Resource

Account Suspended MISC kinqpinz.info

Linksys WRT54g Router Lets Remote Users Modify the Configuration - SecurityTracker SECTRACK securitytracker.com Exploit

[Full-disclosure] linksys WRT54g authentication bypass FULLDISC lists.grok.org.uk Exploit

Linksys WRT54GS POST Request Configuration Change Authentication Bypass Vulnerability BID www.securityfocus.com Exploit

Account Suspended MISC kinqpinz.info

Linksys WRT54G Firmware 1.00.9 - Security Bypass (2) - Hardware remote Exploit EXPLOIT-DB www.exploit-db.com

Linksys WRT54G Configuration Manipulation and Request Forgery - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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