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Summary

CVE CVE-2006-5229

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-10 23:07:00 UTC

Updated 2018-10-17 21:41:00 UTC

Description OpenSSH portable 4.1 on SUSE Linux, and possibly other platforms and versions, and possibly under limited configurations, allows remote attackers to determine valid usernames via timing discrepancies in which responses take longer for valid usernames than invalid ones, as demonstrated by sshtime. 

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Novell Suse Linux All All All All

Operating System Novell Suse Linux All All All All

Application Openbsd Openssh 4.1 All All All

Application Openbsd Openssh 4.1 All All All

References

Reference Source Link Tags

OpenSSH-Portable Existing Password Remote Information Disclosure Weakness BID www.securityfocus.com

Webmail - OVH VUPEN www.vupen.com Vendor Advisory

32721 OSVDB www.osvdb.org

Proventia GX5108 and GX5008 Cross-Site Scripting and File Inclusion - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

Page not found – SYB Security MISC www.sybsecurity.com

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-10-11 Joshua Bressers Red Hat has been unable to reproduce this flaw and believes that the reporter was experiencing behavior specific to his environment. We will not be releasing update to address this issue.

There are currently no legacy QID mappings associated with this CVE.
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