CVE

State

Assigner
Source Priority
Published
Updated

Description

/

VE-2006-5297

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2006-5297

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2006-10-16 19:07:00 UTC

2017-10-11 01:31:00 UTC

Race condition in the safe_open function in the Mutt mail client 1.5.12 and earlier, when creating temporary files in an NFS
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mutt Mutt 0.95.6 All All All
Mutt Mutt 1.2.1 All All All
Mutt Mutt 1.25 All All All
Mutt Mutt 1.2.5.1 All All All
Mutt Mutt 1.25.12 All All All
Mutt Mutt 1.2.5.12_ol All All All
Mutt Mutt 1.254 All All All
Mutt Mutt 1.255 All All All
Mutt Mutt 1.3.12 All All All
Mutt Mutt 1.3.12.1 All All All
Mutt Mutt 1.3.16 All All All
Mutt Mutt 1.3.17 All All All
Mutt Mutt 1.3.22 All All All
Mutt Mutt 1.3.24 All All All
Mutt Mutt 1.3.25 All All All
Mutt Mutt 1.3.27 All All All
Mutt Mutt 1.3.28 All All All
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Application Mutt Mutt 1.4.0 All All All
Application Mutt Mutt 1.4.1 All All All
Application Mutt Mutt 1.4.2 All All All
Application Mutt Mutt 1.4.2.1 All All All
Application Mutt Mutt 1.5.10 All All All
Application Mutt Mutt 1.5.3 All All All
Application Mutt Mutt 0.95.6 All All All
Application Mutt Mutt 1.2.1 All All All
Application Mutt Mutt 1.2.5 All All All
Application Mutt Mutt 1.2.5.1 All All All
Application Mutt Mutt 1.25.12 All All All
Application Mutt Mutt 1.2.5.12_ol All All All
Application Mutt Mutt 1.254 All All All
Application Mutt Mutt 1.25.5 All All All
Application Mutt Mutt 1.3.12 All All All
Application Mutt Mutt 1.3.12.1 All All All
Application Mutt Mutt 1.3.16 All All All
Application Mutt Mutt 1.3.17 All All All
Application Mutt Mutt 1.3.22 All All All
Application Mutt Mutt 1.3.24 All All All
Application Mutt Mutt 1.3.25 All All All
Application Mutt Mutt 1.3.27 All All All
Application Mutt Mutt 1.3.28 All All All
Application Mutt Mutt 1.4.0 All All All
Application Mutt Mutt 1.4.1 All All All
Application Mutt Mutt 1.4.2 All All All
Application Mutt Mutt 1.4.21 All All All
Application Mutt Mutt 1.5.10 All All All
Application Mutt Mutt 1.5.3 All All All
Application Mutt Mutt All All All All
Reference Source Link Tags
usn/usn-373-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com

Red Hat update for mutt - Advisories - Secunia SECUNIA secunia.com
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ubuntu update Tor mutt - AAvISories - Secunia SECUNIA secunia.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com
Mandriva update for mutt - Advisories - Secunia SECUNIA secunia.com

'security problem with temp files [was Re: mutt_adv_mktemp() ?]' - MARC MLIST marc.info

Mutt Insecure Temporary File Creation Multiple Vulnerabilities BID www.securityfocus.com
2006-0061 TRUSTIX www.trustix.org

Trustix Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

Webmail - OVH VUPEN www.vupen.com
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com

Mutt Insecure Temporary File Creation Weaknesses - Advisories - Secunia SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org
CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-09-07 Joshua Bressers Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.
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There are currently no legacy QID mappings associated with this CVE.
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