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Summary

CVE CVE-2006-5308

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-17 15:07:00 UTC

Updated 2018-10-17 21:42:00 UTC

Description Multiple PHP remote file inclusion vulnerabilities in Open Conference Systems (OCS) before 1.1.6 allow remote attackers to execute arbitrary PHP code via a URL in the fullpath parameter in (1) include/theme.inc.php or (2) include/footer.inc.php.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Open Conference Systems Open Conference Systems All All All All

References

Reference Source

pkp.sfu.ca/bugzilla/attachment.cgi CONFIRM

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Open Conference Systems 1.1.4 - 'fullpath' File Inclusion - PHP webapps Exploit EXPLOIT-DB

IBM X-Force Exchange XF

Open Conference Systems Include File Bug in 'fullpath' Parameter Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK

Downloading Open Conference Systems | Public Knowledge Project CONFIRM

SecurityFocus BUGTRAQ

Open Conference Systsems Fullpath Remote File Include Vulnerability BID

SANS - Internet Storm Center - Cooperative Cyber Threat Monitor And Alert System MISC

Open Conference Systems "fullpath" File Inclusion Vulnerability - Advisories - Secunia SECUNIA

pkp.sfu.ca/bugzilla/show_bug.cgi CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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http://securitytracker.com/id?1017071
http://pkp.sfu.ca/ocs_download
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http://www.securityfocus.com/bid/20567
http://isc.sans.org/diary.php?storyid=1791
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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