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CVE-2006-5330

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2006-10-17 21:07:00 UTC

2018-10-17 21:42:00 UTC

CRLF injection vulnerability in Adobe Flash Player plugin 9.0.16 and earlier for Windows, 7.0.63 and earlier for Linux, 7.x b¢

] 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type
Application
Application

Application

Application

References

Reference

Vendor Product Version Update Edition Language
Adobe Flash Player All All linux All
Adobe Flash Player All All solaris All
Adobe Flash Player All All windows All
Adobe Flash Player All All mac_o0s_x All

Repository / Oval Repository

IBM X-Force Exchange

rhn.redhat.com | Red Hat Support

About the security content of Mac OS X 10.4.9 and Security Update 2007-003

SecurityReason - HTTP Header Injection Vulnerabilities in the Flash Player Plugin

SUSE update for flash-player - Advisories - Secunia

APPLE-SA-2007-03-13 Mac OS X v10.4.9 and Security Update 2007-003

Sun Solaris update for Adobe Flash Player - Advisories - Secunia

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: flash-player CRLF injection (SUSE-SA:2006:077)

#102932: Security Vulnerability in Adobe Flash Player May Allow Unauthorized Header Injection into HTTP Requests
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http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11405
https://exchange.xforce.ibmcloud.com/vulnerabilities/29634
http://www.redhat.com/support/errata/RHSA-2007-0009.html
http://docs.info.apple.com/article.html?artnum=305214
http://securityreason.com/securityalert/1737
http://secunia.com/advisories/23324
http://lists.apple.com/archives/security-announce/2007/Mar/msg00002.html
http://secunia.com/advisories/25467
http://lists.suse.com/archive/suse-security-announce/2006-Dec/0006.html
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102932-1

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia

US-CERT Technical Cyber Security Alert TA0O7-072A -- Apple Updates for Multiple Vulnerabilities

Adobe - Security Advisories : Update available for HTTP header injection vulnerabilities in Adobe Flash Player
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Adobe Flash Player CRLF Injection Vulnerabilities - Advisories - Secunia

Rapid7 Security Advisory R7-0026: HTTP Header Injection Vulnerabilities in the Flash Player Plugin

Adobe - Security Advisories : HTTP header injection vulnerabilities in Adobe Flash Player

SecurityFocus

29863

Adobe Flash Player Plugin HTTP Header Injection Weakness

Webmail - OVH

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Red Hat update for flash-plugin - Advisories - Secunia

SecurityTracker.com Archives - Adobe Flash Player Plugin Lets Remote Users Injection Arbitrary HTTP Header Data
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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