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Summary

CVE CVE-2006-5340

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-18 01:07:00 UTC

Updated 2018-10-17 21:42:00 UTC

Description Multiple unspecified vulnerabilities in Oracle Spatial component in Oracle Database 8.1.7.4, 9.0.1.5, 9.2.0.8, 10.1.0.5, and 10.2.0.2 have unknown impact and remote authenticated attack vectors related to (1) mdsys.sdo_lrs, aka Vuln# DB13, and (2) Vuln# DB17. 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Database Server 10.1.0.5 All All All

Application Oracle Database Server 10.2.0.2 All All All

Application Oracle Database Server 8.1.7.4 All All All

Application Oracle Database Server 9.0.1.5 All All All

Application Oracle Database Server 9.2.0.7 All All All

Application Oracle Database Server 10.1.0.5 All All All

Application Oracle Database Server 10.2.0.2 All All All

Application Oracle Database Server 8.1.7.4 All All All

Application Oracle Database Server 9.0.1.5 All All All

Application Oracle Database Server 9.2.0.7 All All All

References

Reference Source

Bypassing Oracle dbms_assert BUGTRAQ

www.red-database-security.com/wp/bypass_dbms_assert.pdf MISC

www.red-database-security.com/advisory/oracle_cpu_oct_2006.html MISC

404 Not Found MISC
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SecurityTracker.com Archives - Oracle Database and Other Products Have Multiple Unspecified Vulnerabilities With Unspecified Impact SECTRACK

VU#869292 - Oracle MDSYS.SDO_LRS package vulnerable to PL/SQL injection CERT-VN

SecurityFocus HP

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

SecurityFocus BUGTRAQ

SecurityFocus BUGTRAQ

Oracle October 2006 Security Update Multiple Vulnerabilities BID

US-CERT Technical Cyber Security Alert TA06-291A -- Oracle Updates for Multiple Vulnerabilities CERT

Oracle Critical Patch Update - October 2006 CONFIRM

Re: Bypassing Oracle dbms_assert BUGTRAQ

Oracle Products Multiple Vulnerabilities - Advisories - Secunia SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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