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Summary

CVE CVE-2006-5397

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-11-03 00:07:00 UTC

Updated 2023-11-07 01:59:00 UTC

Description The Xinput module (modules/im/ximcp/imLcIm.c) in X.Org libX11 1.0.2 and 1.0.3 opens a file for reading twice using the same file descriptor, which causes a file descriptor leak that allows local users to read files specified by the XCOMPOSEFILE environment variable via the duplicate file descriptor.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application X.org Libx11 1.0.2 All All All

Application X.org Libx11 1.0.3 All All All

Application X.org Libx11 1.0.2 All All All

Application X.org Libx11 1.0.3 All All All

References

Reference Source Link Tags

Webmail | OVH- OVH VUPEN www.vupen.com

cgit.freedesktop.org http git virtual host CONFIRM gitweb.freedesktop.org

8699 – input method module leaks fd CONFIRM bugs.freedesktop.org Patch

cgit.freedesktop.org http git virtual host gitweb.freedesktop.org

X.Org X Window Server LibX11 Xinput File Descriptor Leak Vulnerability BID www.securityfocus.com

Mandriva update for libx11 - Advisories - Secunia SECUNIA secunia.com

libX11 XCOMPOSEFILE File Descriptor Leak - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

https://cve.report/
https://cve.report/CVE-2006-5397/mitre
https://cve.report/CVE-2006-5397/nist
https://cve.report/CVE-2006-5397/cve_org
https://cve.report/api/cve/CVE-2006-5397.json
https://cve.report/CVE-2006-5397.pdf
http://cve.report/vendor/x.org
http://cve.report/software/x.org/libx11
http://cve.report/vendor/x.org
http://cve.report/software/x.org/libx11
http://cve.report/vendor/x.org
http://cve.report/software/x.org/libx11
http://cve.report/vendor/x.org
http://cve.report/software/x.org/libx11
http://www.vupen.com/english/advisories/2006/4289
http://gitweb.freedesktop.org/?p=xorg/lib/libX11.git;a=commit;h=686bb8b35acf6cecae80fe89b2b5853f5816ce19
https://bugs.freedesktop.org/show_bug.cgi?id=8699
http://gitweb.freedesktop.org/?p=xorg/lib/libX11.git%253Ba=commit%253Bh=686bb8b35acf6cecae80fe89b2b5853f5816ce19
http://www.securityfocus.com/bid/20845
http://secunia.com/advisories/22749
http://secunia.com/advisories/22642
http://www.mandriva.com/security/advisories?name=MDKSA-2006:199
https://exchange.xforce.ibmcloud.com/vulnerabilities/29956
https://www.cve.org/CVERecord?id=CVE-2006-5397


NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox Not vulnerable. These issues did not affect the versions of libX11 as shipped with Red Hat Enterprise Linux 2.1, 3, or 4. Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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