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Summary

CVE CVE-2006-5442

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-21 00:07:00 UTC

Updated 2018-10-17 21:42:00 UTC

Description ViewVC 1.0.2 and earlier does not specify a charset in its HTTP headers or HTML documents, which allows remote attackers to conduct cross-site scripting (XSS) attacks that inject arbitrary UTF-7 encoded JavaScript code via a view.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Viewvc Viewvc All All All All

References

Reference Source Link Tags

SecurityFocus BUGTRAQ www.securityfocus.com

ViewVC UTF-7 Cross-Site Scripting Vulnerability - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

ViewVC Undefined Charset UTF-7 XSS Vulnerability - CXSecurity.com SREASON securityreason.com

[announce] 20061013 ViewVC 1.0.3 released [SECURITY FIXES] MLIST viewvc.tigris.org

viewvc: Subversion CONFIRM viewvc.tigris.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Hardened-PHP Project - PHP Security - Advisory 10/2006 MISC www.hardened-php.net

ViewVC UTF-7 Charset Unspecified HTML Injection Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2006-5442/mitre
https://cve.report/CVE-2006-5442/nist
https://cve.report/CVE-2006-5442/cve_org
https://cve.report/CVE-2006-5442.pdf
http://cve.report/vendor/viewvc
http://cve.report/software/viewvc/viewvc
http://www.securityfocus.com/archive/1/448762/100/0/threaded
http://secunia.com/advisories/22395
http://securityreason.com/securityalert/1755
http://viewvc.tigris.org/servlets/ReadMsg?list=announce&msgNo=5&raw=true
http://viewvc.tigris.org/source/browse/viewvc/trunk/CHANGES?rev=HEAD
https://exchange.xforce.ibmcloud.com/vulnerabilities/29576
http://www.hardened-php.net/advisory_102006.134.html
http://www.securityfocus.com/bid/20543
https://www.cve.org/CVERecord?id=CVE-2006-5442
https://nvd.nist.gov/vuln/detail/CVE-2006-5442


There are currently no legacy QID mappings associated with this CVE.
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