CVE-2006-5449

NVD

MITRE CVE.ORG

JSON API

Print: PDF 1)

CVE CVE-2006-5449
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-23 17:07:00 UTC
Updated 2011-03-08 02:43:00 UTC
Description

/

Risk And Classification

procmail in Ingo H3 before 1.1.2 Horde module allows remote authenticated users to execute arbitrary commands via shell

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application Horde Ingo H3 All

Update

All

Edition

All

Language

All

References

Reference

Gentoo update for horde-ingo - Advisories - Secunia

Gentoo Linux Documentation -- Ingo H3: Folder name shell command injection
Debian update for ingo1 - Advisories - Secunia

Tickets :: [#4513] command execution with procmail

Debian -- Security Information -- DSA-1204-1 ingo1

[announce] Ingo H3 (1.1.2) (final)

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Ingo Procmail Driver Shell Command Execution Vulnerability

CVE Program record

NVD vulnerability detail

/

Source

SECUNIA

Ingo Folder Name Shell Command Injection Vulnerability - Advisories - Secunia SECUNIA

GENTOO

SECUNIA

CONFIRM

DEBIAN

MLIST

VUPEN

BID

CVE.ORG

NVD

Link
secunia.com
secunia.com
www.gentoo.org
secunia.com
bugs.horde.org
www.debian.org
lists.horde.org
www.vupen.com
www.securityfocus.com
Www.cve.org

nvd.nist.gov

Tags

Patch, Vendor Advis

Patch

Patch

Patch
canonical

canonical, analysis

1|

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2006-5449/mitre
https://cve.report/CVE-2006-5449/nist
https://cve.report/CVE-2006-5449/cve_org
https://cve.report/api/cve/CVE-2006-5449.json
https://cve.report/CVE-2006-5449.pdf
http://cve.report/vendor/horde
http://cve.report/software/horde/ingo_h3
http://secunia.com/advisories/23100
http://secunia.com/advisories/22482
http://www.gentoo.org/security/en/glsa/glsa-200611-22.xml
http://secunia.com/advisories/22656
http://bugs.horde.org/ticket/?Horde=6ed1a009f3396864553976a45948339e&id=4513
http://www.debian.org/security/2006/dsa-1204
http://lists.horde.org/archives/announce/2006/000296.html
http://www.vupen.com/english/advisories/2006/4124
http://www.securityfocus.com/bid/20637
https://www.cve.org/CVERecord?id=CVE-2006-5449
https://nvd.nist.gov/vuln/detail/CVE-2006-5449

There are currently no legacy QID mappings associated with this CVE.
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