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Summary

CVE CVE-2006-5454

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-23 17:07:00 UTC

Updated 2018-10-17 21:43:00 UTC

Description Bugzilla 2.18.x before 2.18.6, 2.20.x before 2.20.3, 2.22.x before 2.22.1, and 2.23.x before 2.23.3 allow remote attackers to obtain (1) the description of arbitrary attachments by viewing the attachment in "diff" mode in attachment.cgi, and (2) the deadline field by viewing the XML format of the bug in show_bug.cgi.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Bugzilla 2.18 All All All

Application Mozilla Bugzilla 2.18 rc1 All All

Application Mozilla Bugzilla 2.18 rc2 All All

Application Mozilla Bugzilla 2.18 rc3 All All

Application Mozilla Bugzilla 2.18.1 All All All

Application Mozilla Bugzilla 2.18.2 All All All

Application Mozilla Bugzilla 2.18.3 All All All

Application Mozilla Bugzilla 2.18.4 All All All

Application Mozilla Bugzilla 2.18.5 All All All

Application Mozilla Bugzilla 2.20 All All All

Application Mozilla Bugzilla 2.20 rc1 All All

Application Mozilla Bugzilla 2.20 rc2 All All

Application Mozilla Bugzilla 2.20.1 All All All

Application Mozilla Bugzilla 2.20.2 All All All

Application Mozilla Bugzilla 2.22 All All All

Application Mozilla Bugzilla 2.23 All All All

Application Mozilla Bugzilla 2.23.1 All All All
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Application Mozilla Bugzilla 2.23.1 All All All

Application Mozilla Bugzilla 2.23.2 All All All

Application Mozilla Bugzilla 2.18 All All All

Application Mozilla Bugzilla 2.18 rc1 All All

Application Mozilla Bugzilla 2.18 rc2 All All

Application Mozilla Bugzilla 2.18 rc3 All All

Application Mozilla Bugzilla 2.18.1 All All All

Application Mozilla Bugzilla 2.18.2 All All All

Application Mozilla Bugzilla 2.18.3 All All All

Application Mozilla Bugzilla 2.18.4 All All All

Application Mozilla Bugzilla 2.18.5 All All All

Application Mozilla Bugzilla 2.20 All All All

Application Mozilla Bugzilla 2.20 rc1 All All

Application Mozilla Bugzilla 2.20 rc2 All All

Application Mozilla Bugzilla 2.20.1 All All All

Application Mozilla Bugzilla 2.20.2 All All All

Application Mozilla Bugzilla 2.22 All All All

Application Mozilla Bugzilla 2.23 All All All

Application Mozilla Bugzilla 2.23.1 All All All

Application Mozilla Bugzilla 2.23.2 All All All

References

Reference Source

Bugzilla Multiple Vulnerabilities - Advisories - Secunia SECUNIA

29547 OSVDB

Security Advisory for Bugzilla 2.18.5, 2.20.2, 2.22, and 2.23.2 - CXSecurity.com SREASON

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

346564 – [SECURITY] timetracking deadline leaks in XML CONFIRM

SecurityTracker.com Archives - Bugzilla Discloses Attachment Description and 'Deadline' Field to Remote Users SECTRACK

29546 OSVDB

Bugzilla: Multiple Vulnerabilities — Gentoo Linux Documentation GENTOO

SecurityFocus BUGTRAQ

Gentoo update for bugzilla - Advisories - Secunia SECUNIA

2.18.5, 2.20.2, 2.22, and 2.23.2 Security Advisory :: Bugzilla :: bugzilla.org CONFIRM

346086 – [SECURITY] attachment.cgi lets you view descriptions of private attachments even when you are not in the insidergroup CONFIRM

Mozilla Bugzilla Multiple Input Validation and Information disclosure Vulnerabilities BID
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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