
CVE-2006-5456
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2006-5456

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-23 17:07:00 UTC

Updated 2018-10-17 21:43:00 UTC

Description Multiple buffer overflows in GraphicsMagick before 1.1.7 and ImageMagick 6.0.7 allow user-assisted attackers to cause a denial of service and possibly execute arbitrary code via (1) a DCM image that is not properly handled by the ReadDCMImage function in coders/dcm.c, or (2) a PALM image that is not properly handled by the ReadPALMImage function in coders/palm.c.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Graphicsmagick Graphicsmagick 1.0 All All All

Application Graphicsmagick Graphicsmagick 1.0.6 All All All

Application Graphicsmagick Graphicsmagick 1.1 All All All

Application Graphicsmagick Graphicsmagick 1.1.3 All All All

Application Graphicsmagick Graphicsmagick 1.1.4 All All All

Application Graphicsmagick Graphicsmagick 1.1.5 All All All

Application Graphicsmagick Graphicsmagick 1.0 All All All

Application Graphicsmagick Graphicsmagick 1.0.6 All All All

Application Graphicsmagick Graphicsmagick 1.1 All All All

Application Graphicsmagick Graphicsmagick 1.1.3 All All All

Application Graphicsmagick Graphicsmagick 1.1.4 All All All

Application Graphicsmagick Graphicsmagick 1.1.5 All All All

Application Graphicsmagick Graphicsmagick All All All All

Application Imagemagick Imagemagick 6.0.7 All All All

Application Imagemagick Imagemagick 6.0.7 All All All
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Reference Source

Red Hat update for ImageMagick - Advisories - Secunia SECUNIA

GraphicsMagick PALM DCM Buffer Overflow Vulnerabilities BID

Gentoo update for graphicsmagick - Advisories - Secunia SECUNIA

IBM X-Force Exchange XF

GraphicsMagick: PALM and DCM buffer overflows — Gentoo Linux Documentation GENTOO

issues.rpath.com/browse/RPL-811 CONFIRM

SGI Advanced Linux Environment 3 Multiple Updates - Advisories - Secunia SECUNIA

Gentoo update for imagemagick - Advisories - Secunia SECUNIA

29990 OSVDB

SecurityFocus BUGTRAQ

Gentoo Linux Documentation -- ImageMagick: PALM and DCM buffer overflows GENTOO

The Slackware Linux Project: Slackware Security Advisories SLACKWARE

GraphicsMagick Multiple Vulnerabilities - Advisories - Secunia SECUNIA

rPath update for ImageMagick - Advisories - Secunia SECUNIA

Advisories - Mandriva Linux MANDRIVA

20070201-01-P SGI

USN-422-1: ImageMagick vulnerabilities | Ubuntu UBUNTU

Slackware update for imagemagick - Advisories - Secunia SECUNIA

Debian -- Security Information -- DSA-1213-1 imagemagick DEBIAN

Webmail- OVH VUPEN

Support REDHAT

404 Not Found CONFIRM

SUSE update for ImageMagick - Advisories - Secunia SECUNIA

Ubuntu update for imagemagick - Advisories - Secunia SECUNIA

Ubuntu update for imagemagick - Advisories - Secunia SECUNIA

Debian update for imagemagick - Advisories - Secunia SECUNIA

Mandriva update for ImageMagick - Advisories - Secunia SECUNIA

210921 – (CVE-2006-5456) CVE-2006-5456 Overflows in GraphicsMagick and ImageMagick's DCM and PALM handling routines CONFIRM

ImageMagick PALM and DCM Buffer Overflows - Advisories - Secunia SECUNIA

issues.rpath.com/browse/RPL-1034 CONFIRM

Security Announcement SUSE
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SecurityFocus BUGTRAQ
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Advisories - Mandriva Linux MANDRIVA

Webmail - OVH VUPEN

Security Announcement SUSE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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