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Summary

CVE CVE-2006-5463

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-11-08 22:07:00 UTC

Updated 2018-10-17 21:43:00 UTC

Description Unspecified vulnerability in Mozilla Firefox before 1.5.0.8, Thunderbird before 1.5.0.8, and SeaMonkey before 1.0.6 allows remote attackers to execute arbitrary JavaScript bytecode via unspecified vectors involving modification of a Script object while it is executing.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.5 All All All

Application Mozilla Firefox 1.5 beta1 All All

Application Mozilla Firefox 1.5 beta2 All All

Application Mozilla Firefox 1.5.0.1 All All All

Application Mozilla Firefox 1.5.0.2 All All All

Application Mozilla Firefox 1.5.0.3 All All All

Application Mozilla Firefox 1.5.0.4 All All All

Application Mozilla Firefox 1.5.0.5 All All All

Application Mozilla Firefox 1.5.0.6 All All All

Application Mozilla Firefox 1.5.0.7 All All All

Application Mozilla Firefox 1.5 All All All

Application Mozilla Firefox 1.5 beta1 All All

Application Mozilla Firefox 1.5 beta2 All All

Application Mozilla Firefox 1.5.0.1 All All All

Application Mozilla Firefox 1.5.0.2 All All All

Application Mozilla Firefox 1.5.0.3 All All All

Application Mozilla Firefox 1.5.0.4 All All All
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Application Mozilla Firefox 1.5.0.4 All All All

Application Mozilla Firefox 1.5.0.5 All All All

Application Mozilla Firefox 1.5.0.6 All All All

Application Mozilla Firefox 1.5.0.7 All All All

Application Mozilla Seamonkey 1.0 All All All

Application Mozilla Seamonkey 1.0 All dev All

Application Mozilla Seamonkey 1.0.1 All All All

Application Mozilla Seamonkey 1.0.2 All All All

Application Mozilla Seamonkey 1.0.3 All All All

Application Mozilla Seamonkey 1.0.5 All All All

Application Mozilla Seamonkey 1.0 All All All

Application Mozilla Seamonkey 1.0 All dev All

Application Mozilla Seamonkey 1.0.1 All All All

Application Mozilla Seamonkey 1.0.2 All All All

Application Mozilla Seamonkey 1.0.3 All All All

Application Mozilla Seamonkey 1.0.5 All All All

Application Mozilla Thunderbird 1.0 All All All

Application Mozilla Thunderbird 1.0.1 All All All

Application Mozilla Thunderbird 1.0.2 All All All

Application Mozilla Thunderbird 1.0.5 All All All

Application Mozilla Thunderbird 1.0.6 All All All

Application Mozilla Thunderbird 1.0.7 All All All

Application Mozilla Thunderbird 1.0.8 All All All

Application Mozilla Thunderbird 1.5 All All All

Application Mozilla Thunderbird 1.5 beta2 All All

Application Mozilla Thunderbird 1.5.0.1 All All All

Application Mozilla Thunderbird 1.5.0.2 All All All

Application Mozilla Thunderbird 1.5.0.4 All All All

Application Mozilla Thunderbird 1.5.0.7 All All All

Application Mozilla Thunderbird 1.0 All All All

Application Mozilla Thunderbird 1.0.1 All All All

Application Mozilla Thunderbird 1.0.2 All All All

Application Mozilla Thunderbird 1.0.5 All All All

Application Mozilla Thunderbird 1.0.6 All All All

Application Mozilla Thunderbird 1.0.7 All All All

Application Mozilla Thunderbird 1.0.8 All All All
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Application Mozilla Thunderbird 1.5 All All All

Application Mozilla Thunderbird 1.5 beta2 All All

Application Mozilla Thunderbird 1.5.0.1 All All All

Application Mozilla Thunderbird 1.5.0.2 All All All

Application Mozilla Thunderbird 1.5.0.4 All All All

Application Mozilla Thunderbird 1.5.0.7 All All All

References

Reference Source

Ubuntu update for firefox - Advisories - Secunia SECUNIA

issues.rpath.com/browse/RPL-765 CONFIRM

ASA-2006-246 (RHSA-2006-0733) CONFIRM

Red Hat update for seamonkey - Advisories - Secunia SECUNIA

Debian -- Security Information -- DSA-1224-1 mozilla DEBIAN

SecurityTracker.com Archives - Mozilla Seamonkey Executing Script Modification Bug Lets Remote Users Execute Arbitrary Code SECTRACK

rhn.redhat.com | Red Hat Support REDHAT

Debian update for mozilla - Advisories - Secunia SECUNIA

Debian update for mozilla-firefox - Advisories - Secunia SECUNIA

Debian update for mozilla-thunderbird - Advisories - Secunia SECUNIA

Mozilla Thunderbird Multiple Vulnerabilities - Advisories - Secunia SECUNIA

HP-UX update for firefox - Advisories - Secunia SECUNIA

Webmail - OVH VUPEN

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia SECUNIA

rPath update for firefox and thunderbird - Advisories - Secunia SECUNIA

Gentoo update for mozilla-firefox - Advisories - Secunia SECUNIA

Avaya Messaging Storage Server Firefox Multiple Vulnerabilities - Advisories - Secunia SECUNIA

Mandriva update for mozilla-firefox - Advisories - Secunia SECUNIA

SecurityFocus BUGTRAQ

Gentoo Linux Documentation -- Mozilla Thunderbird: Multiple vulnerabilities GENTOO

Red Hat update for firefox - Advisories - Secunia SECUNIA

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Advisories - Mandriva Linux MANDRIVA

IBM X-Force Exchange XF

Webmail - OVH VUPEN

Ubuntu update for mozilla-thunderbird - Advisories - Secunia SECUNIA
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103011 SUNALERT

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Debian -- Security Information -- DSA-1227-1 mozilla-thunderbird DEBIAN

Advisories - Mandriva Linux MANDRIVA

usn/usn-382-1 - Ubuntu: Linux for human beings UBUNTU

Debian -- Security Information -- DSA-1225-2 mozilla-firefox DEBIAN

Gentoo Linux Documentation -- Mozilla Firefox: Multiple vulnerabilities GENTOO

200185 SUNALERT

Netscape Multiple Vulnerabilities - Advisories - Secunia SECUNIA

Gentoo update for seamonkey - Advisories - Secunia SECUNIA

Security Announcement SUSE

MFSA 2006-67: Running Script can be recompiled CONFIRM

Mandriva update for mozilla-thunderbird - Advisories - Secunia SECUNIA

SUSE update for MozillaFirefox, MozillaThunderbird, and seamonkey - Advisories - Secunia SECUNIA

US-CERT Vulnerability Note VU#714496 CERT-VN

SecurityTracker.com Archives - Mozilla Firefox Executing Script Modification Bug Lets Remote Users Execute Arbitrary Code SECTRACK

Red Hat update for thunderbird - Advisories - Secunia SECUNIA

Repository / Oval Repository OVAL

Gentoo Linux Documentation -- SeaMonkey: Multiple vulnerabilities GENTOO

Mozilla Firefox and SeaMonkey Multiple Vulnerabilities - Advisories - Secunia SECUNIA

US-CERT Technical Cyber Security Alert TA06-312A -- Mozilla Updates for Multiple Vulnerabilities CERT

IT Resource Center - login / register HP

20061101-01-P SGI

rhn.redhat.com | Red Hat Support REDHAT

Gentoo update for mozilla-thunderbird - Advisories - Secunia SECUNIA

355655 – running script can be recompiled (CVE-2006-5463) MISC

rhn.redhat.com | Red Hat Support REDHAT

usn/usn-381-1 - Ubuntu: Linux for human beings UBUNTU

SecurityTracker.com Archives - Mozilla Thunderbird Executing Script Modification Bug Lets Remote Users Execute Arbitrary Code SECTRACK

Mozilla Client Products Multiple Remote Vulnerabilities BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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