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Summary

CVE CVE-2006-5558

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-27 16:07:00 UTC

Updated 2017-10-19 01:29:00 UTC

Description Format string vulnerability in the swask command in HP-UX B.11.11 and possibly other versions allows local users to execute arbitrary code via format string specifiers in the -s argument. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Hp Hp-ux 11.00 All All All

Operating System Hp Hp-ux 11.11 All All All

Operating System Hp Hp-ux 11.23 All ia64_64-bit All

Operating System Hp Hp-ux 11.4 All All All

Operating System Hp Hp-ux 11.00 All All All

Operating System Hp Hp-ux 11.11 All All All

Operating System Hp Hp-ux 11.23 All ia64_64-bit All

Operating System Hp Hp-ux 11.4 All All All

References

Reference Source Link Tags

HP-UX 11i - 'swask' Format String Privilege Escalation - HP-UX local Exploit EXPLOIT-DB www.exploit-db.com

blogs.23.nu/prdelka/stories/13144 MISC blogs.23.nu Exploit

HP-UX Software Distributor SWAsk Local Format String Vulnerability BID www.securityfocus.com Exploit, Patch

Repository / Oval Repository OVAL oval.cisecurity.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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