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Summary

CVE CVE-2006-5559

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-27 16:07:00 UTC

Updated 2018-10-12 21:41:00 UTC

Description The Execute method in the ADODB.Connection 2.7 and 2.8 ActiveX control objects (ADODB.Connection.2.7 and ADODB.Connection.2.8) in the Microsoft Data Access Components (MDAC) 2.5 SP3, 2.7 SP1, 2.8, and 2.8 SP1 does not properly track freed memory when the second argument is a BSTR, which allows remote attackers to cause a denial of service (Internet Explorer crash) and possibly execute arbitrary code via certain strings in the second and third arguments.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Data Access Components 2.5 sp3 All All

Application Microsoft Data Access Components 2.7 sp1 All All

Application Microsoft Data Access Components 2.8 All All All

Application Microsoft Data Access Components 2.8 sp1 All All

Application Microsoft Data Access Components 2.5 sp3 All All

Application Microsoft Data Access Components 2.7 sp1 All All

Application Microsoft Data Access Components 2.8 All All All

Application Microsoft Data Access Components 2.8 sp1 All All

Operating System Microsoft Windows 2000 All sp4 All All

Operating System Microsoft Windows 2000 All sp4 All All

Operating System Microsoft Windows 2003 Server All All All All

Operating System Microsoft Windows 2003 Server itanium All All All

Operating System Microsoft Windows 2003 Server All All All All

Operating System Microsoft Windows 2003 Server itanium All All All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp2 All All
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Resources | BeyondTrust

US-CERT Technical Cyber Security Alert TA07-044A -- Microsoft Updates for Multiple Vulnerabilities

31882

SecurityTracker.com Archives - Microsoft Data Access Components 'ADODB.Connection' Execute Function Lets Remote Users Execute Arbitrary Code

Microsoft MDAC ADODB.Connection ActiveX Control Vulnerability - Advisories - Secunia

Microsoft Security Bulletin MS07-009 - Critical | Microsoft Docs

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Repository / Oval Repository

Microsoft Internet Explorer ADODB.Connection Execute Memory Corruption Vulnerability

US-CERT Vulnerability Note VU#589272

IBM X-Force Exchange

Welcome to the Microsoft Security Response Center Blog! : ADODB.Connection POC Published.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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