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Summary

CVE CVE-2006-5633

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-31 22:07:00 UTC

Updated 2018-10-17 21:44:00 UTC

Description Firefox 1.5.0.7 and 2.0, and Seamonkey 1.1b, allows remote attackers to cause a denial of service (crash) by creating a range object using createRange, calling selectNode on a DocType node (DOCUMENT_TYPE_NODE), then calling createContextualFragment on the range, which triggers a null dereference. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.5.0.7 All All All

Application Mozilla Firefox 2.0 All All All

Application Mozilla Firefox 1.5.0.7 All All All

Application Mozilla Firefox 2.0 All All All

Application Mozilla Seamonkey 1.1 beta All All

Application Mozilla Seamonkey 1.1 beta All All

References

Reference Source Link Tags

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com Exploit, Vendor Advisory

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

SecPoint Cyber Security Vulnerability Scanning UTM Firewall WiFi MISC www.gotfault.net Exploit, Vendor Advisory

Mozilla Firefox Range Script Object Denial of Service Vulnerability BID www.securityfocus.com
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[Full-disclosure] Firefox <= 2.0 crash FULLDISC lists.grok.org.uk Exploit

213237 – Firefox crash due to javascript-triggered NULL pointer dereference CONFIRM bugzilla.redhat.com Exploit

358797 – range.createContextualFragment() crash when range node is DocType CONFIRM bugzilla.mozilla.org Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-11-07 Joshua Bressers Red Hat does not consider a user-assisted crash of a client application such as Firefox to be a security issue.

There are currently no legacy QID mappings associated with this CVE.
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