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Summary

CVE CVE-2006-5645

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-11-01 15:07:00 UTC

Updated 2018-10-17 21:44:00 UTC

Description Sophos Anti-Virus and Endpoint Security before 6.0.5, Anti-Virus for Linux before 5.0.10, and other platforms before 4.11, when "Enabled scanning of archives" is set, allows remote attackers to cause a denial of service (infinite loop) via a malformed RAR archive with an Archive Header section with the head_size and pack_size fields set to zero.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sophos Anti-virus 4.04 All All All

Application Sophos Anti-virus 4.05 All All All

Application Sophos Anti-virus 4.5.11 All All All

Application Sophos Anti-virus 4.5.12 All All All

Application Sophos Anti-virus 4.5.3 All All All

Application Sophos Anti-virus 4.5.4 All All All

Application Sophos Anti-virus 4.7.1 All All All

Application Sophos Anti-virus 4.7.2 All All All

Application Sophos Anti-virus 5.0.1 All All All

Application Sophos Anti-virus 5.0.2 All All All

Application Sophos Anti-virus 5.0.4 All All All

Application Sophos Anti-virus 5.1 All All All

Application Sophos Anti-virus 5.2 All All All

Application Sophos Anti-virus 5.2.1 All All All

Application Sophos Anti-virus 6.0.4 All All All

Application Sophos Anti-virus 4.04 All All All

Application Sophos Anti-virus 4.05 All All All

https://cve.report/
https://cve.report/CVE-2006-5645/mitre
https://cve.report/CVE-2006-5645/nist
https://cve.report/CVE-2006-5645/cve_org
https://cve.report/CVE-2006-5645.pdf
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/anti-virus


Application Sophos Anti-virus 4.05 All All All

Application Sophos Anti-virus 4.5.11 All All All

Application Sophos Anti-virus 4.5.12 All All All

Application Sophos Anti-virus 4.5.3 All All All

Application Sophos Anti-virus 4.5.4 All All All

Application Sophos Anti-virus 4.7.1 All All All

Application Sophos Anti-virus 4.7.2 All All All

Application Sophos Anti-virus 5.0.1 All All All

Application Sophos Anti-virus 5.0.2 All All All

Application Sophos Anti-virus 5.0.4 All All All

Application Sophos Anti-virus 5.1 All All All

Application Sophos Anti-virus 5.2 All All All

Application Sophos Anti-virus 5.2.1 All All All

Application Sophos Anti-virus 6.0.4 All All All

Application Sophos Endpoint Security All All All All

References

Reference Source

SecurityFocus BUGTRAQ

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Sophos Antivirus Multiple Denial of Service and Memory Corruption Vulnerabilities BID

20061208 Multiple Vendor Antivirus RAR File Denial of Service Vulnerability IDEFENSE

eTrust Antivirus Bugs in Arclib Library Let Remote Users Deny Service - SecurityTracker SECTRACK

Advisory: Vulnerabilities reported by iDefense CONFIRM

Sophos Anti-Virus RAR and CHM Denial of Service Vulnerabilities - Advisories - Secunia SECUNIA

Sophos Anti-Virus Bugs in Processing Petite Archives, RAR Archives, and CHM Files Let Remote Users Deny Service - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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