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Heap-based buffer overflow in Sophos Anti-Virus and Endpoint Security before 6.0.5, Anti-Virus for Linux before 5.0.10, anc
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Sophos Anti-virus 4.04 All All All
Sophos Anti-virus 4.05 All All All
Sophos Anti-virus 4.5.11 All All All
Sophos Anti-virus 4512 All All All
Sophos Anti-virus 453 All All All
Sophos Anti-virus 454 All All All
Sophos Anti-virus 4.71 All All All
Sophos Anti-virus 47.2 All All All
Sophos Anti-virus 5.0.1 All All All
Sophos Anti-virus 5.0.2 All All All
Sophos Anti-virus 5.0.4 All All All
Sophos Anti-virus 5.1 All All All
Sophos Anti-virus 5.2 All All All
Sophos Anti-virus 5.2.1 All All All
Sophos Anti-virus 6.0.4 All All All
Sophos Anti-virus 4.04 All All All
Sophos Anti-virus 4.05 All All All
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Application Sophos Anti-virus 4.5.11 All All All
Application Sophos Anti-virus 4512 All All All
Application Sophos Anti-virus 4.5.3 All All All
Application Sophos Anti-virus 45.4 All All All
Application Sophos Anti-virus 4.71 All All All
Application Sophos Anti-virus 4.7.2 All All All
Application Sophos Anti-virus 5.0.1 All All All
Application Sophos Anti-virus 5.0.2 All All All
Application Sophos Anti-virus 5.0.4 All All All
Application Sophos Anti-virus 5.1 All All All
Application Sophos Anti-virus 5.2 All All All
Application Sophos Anti-virus 5.2.1 All All All
Application Sophos Anti-virus 6.0.4 All All All
Application Sophos Endpoint Security All All All All
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Sophos Anti-Virus Bugs in Processing Petite Archives, RAR Archives, and CHM Files Let Remote Users Deny Service - SecurityTracker ~ SE

20061208 Sophos Antivirus CHM File Heap Overflow Vulnerability ID
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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