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Summary

CVE CVE-2006-5746

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-11-06 18:07:00 UTC

Updated 2018-10-17 21:44:00 UTC

Description The console in AirMagnet Enterprise before 7.5 build 6307 does not properly validate the Enterprise Server certificate, which allows remote attackers to read network traffic via a man-in-the-middle (MITM) attack, possibly related to the use of self-signed certificates.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Airmagnet Enterprise 7.5 All All All

Application Airmagnet Enterprise 7.5 All All All

References

Reference Source Link Tags

SecurityFocus BUGTRAQ www.securityfocus.com

Airmagnet Enterprise Management Multiple Vulnerabilities BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

29921 OSVDB www.osvdb.org

SecurityFocus BUGTRAQ www.securityfocus.com

AirMagnet Enterprise Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

AirMagnet 2007-08-17 Tony Ho - Affected AirMagnet Builds: AirMagnet Enterprise 7.5 build 6295 and earlier - Vulnerability Description: AirMagnet uses a self signed certificate in the server response that can enable the intruder to attempt a man in the middle attack. The intruder needs to be connected physically to the corporate network and obtain the IP address of a console user before attempting such an attack. The attack can ultimately be used to obtain AirMagnet system user passwords. - AirMagnet Solution: AirMagnet will release a patch to ensure that the console validates the correctly assigned certificate from the server. Customers can limit the risk of this vulnerability by following standard network security practices to ensure that unauthorized personnel do not gain physical access to the protected network. - Fix Availability: Patch currently available on MyAirMagnet. Customers should upgrade to the latest version available on MyAirMagnet. Customers running a version of AirMagnet older than 6.1 must upgrade to version 6.1 before upgrading to the current release. Customers can contact AirMagnet Support to obtain the 6.1 release.
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There are currently no legacy QID mappings associated with this CVE.
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