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Summary

CVE CVE-2006-5752

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-27 17:30:00 UTC

Updated 2023-11-07 01:59:00 UTC

Description Cross-site scripting (XSS) vulnerability in mod_status.c in the mod_status module in Apache HTTP Server (httpd), when ExtendedStatus is enabled and a public server-status page is used, allows remote attackers to inject arbitrary web script or HTML via unspecified vectors involving charsets with browsers that perform "charset detection" when the content-type is not specified.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Fedoraproject Fedora 7 All All All

Operating System Redhat Enterprise Linux 2.1 All es All

Operating System Redhat Enterprise Linux 2.1 All ia64 All

Operating System Redhat Enterprise Linux 2.1 All ws All

Operating System Redhat Enterprise Linux 3.0 All as All

Operating System Redhat Enterprise Linux 3.0 All es All

Operating System Redhat Enterprise Linux 3.0 All ws All
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Operating System Redhat Enterprise Linux 3.0 All ws All

Operating System Redhat Enterprise Linux 4.0 All as All

Operating System Redhat Enterprise Linux 4.0 All es All

Operating System Redhat Enterprise Linux 4.0 All ws All

Operating System Redhat Enterprise Linux 5.0 All desktop All

Operating System Redhat Enterprise Linux 5.0 All desktop_workstation All

Operating System Redhat Enterprise Linux 2.1 All es All

Operating System Redhat Enterprise Linux 2.1 All ia64 All

Operating System Redhat Enterprise Linux 2.1 All ws All

Operating System Redhat Enterprise Linux 3.0 All as All

Operating System Redhat Enterprise Linux 3.0 All es All

Operating System Redhat Enterprise Linux 3.0 All ws All

Operating System Redhat Enterprise Linux 4.0 All as All

Operating System Redhat Enterprise Linux 4.0 All es All

Operating System Redhat Enterprise Linux 4.0 All ws All

Operating System Redhat Enterprise Linux 5.0 All desktop All

Operating System Redhat Enterprise Linux 5.0 All desktop_workstation All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Redhat Enterprise Linux Desktop 5.0 All All All

Operating System Redhat Enterprise Linux Eus 4.5 All All All

Operating System Redhat Enterprise Linux Server 3.0 All All All

Operating System Redhat Enterprise Linux Server 4.0 All All All

Operating System Redhat Enterprise Linux Server 5.0 All All All

Operating System Redhat Enterprise Linux Workstation 3.0 All All All

Operating System Redhat Enterprise Linux Workstation 4.0 All All All

Operating System Redhat Enterprise Linux Workstation 5.0 All All All

Operating System Redhat Linux Advanced Workstation 2.1 All ia64 All

Operating System Redhat Linux Advanced Workstation 2.1 All itanium All

Operating System Redhat Linux Advanced Workstation 2.1 All ia64 All

Operating System Redhat Linux Advanced Workstation 2.1 All itanium All
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Vendor Comments And Credit

Organization Published Contributor Statement
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There are currently no legacy QID mappings associated with this CVE.
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