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Summary

CVE CVE-2006-5758

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-11-06 20:07:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description The Graphics Rendering Engine in Microsoft Windows 2000 through 2000 SP4 and Windows XP through SP2 maps GDI Kernel structures on a global shared memory section that is mapped with read-only permissions, but can be remapped by other processes as read-write, which allows local users to cause a denial of service (memory corruption and crash) and gain privileges by modifying the kernel structures.

Risk And Classification

Primary CVSS: v2.0 7.2 from nvd@nist.gov

AV:L/AC:L/Au:N/C:C/I:C/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

AV:L/AC:L/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows 2000 All sp4 All All

Operating System Microsoft Windows Xp All gold professional_x64 All

Access Vector

Local

Access Complexity

Low

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete

https://cve.report/
https://cve.report/CVE-2006-5758/mitre
https://cve.report/CVE-2006-5758/nist
https://cve.report/CVE-2006-5758/cve_org
https://cve.report/api/cve/CVE-2006-5758.json
https://cve.report/CVE-2006-5758.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000


Operating System Microsoft Windows Xp All gold professional_x64 All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp2 professional_x64 All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108
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Microsoft Windows GDI Kernel Structures Handling Vulnerability - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108

SecurityFocus af854a3a-2127-422b-91ae-364da2661108

Month of Kernel Bugs (MoKB): Microsoft Windows kernel GDI local privilege escalation af854a3a-2127-422b-91ae-364da2661108

Microsoft Security Bulletin MS07-017 - Critical | Microsoft Docs af854a3a-2127-422b-91ae-364da2661108

Black Hat Europe 2007 Topics and Speakers af854a3a-2127-422b-91ae-364da2661108

Webmail - OVH af854a3a-2127-422b-91ae-364da2661108

Microsoft Windows GDI Kernel Local Privilege Escalation Vulnerability af854a3a-2127-422b-91ae-364da2661108

Kernel Wars: Kernel Wars in Amsterdam! af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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