
CVE-2006-5767
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2006-5767

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-11-06 23:07:00 UTC

Updated 2017-10-19 01:29:00 UTC

Description PHP remote file inclusion vulnerability in includes/xhtml.php in Drake CMS 0.2.2 alpha rev.846 and earlier allows remote attackers to execute arbitrary PHP code via a URL in the d_root parameter.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Drake Team Drake Cms All All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[VIM] Vendor ACK (basically) for Drake CMS RFI (CVE-2006-5767) VIM www.attrition.org

Drake CMS < 0.2.3 ALPHA rev.916 - Remote File Inclusion - PHP webapps Exploit EXPLOIT-DB www.exploit-db.com

Webmail - OVH VUPEN www.vupen.com Vendor Advisory

Drake CMS XHTML.PHP Remote File Include Vulnerability BID www.securityfocus.com Exploit

Page not found - SourceForge.net CONFIRM sourceforge.net

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Drake CMS 2006-12-20 Daniele C. The Drake Team has published an apposite news about the vulnerability: http://sourceforge.net/forum/forum.php?forum_id=636860. It is important to specify that this is an alpha product because it is intended for testers and we already disclaim its usage in production websites through an install notice; we will conduct deep security tests during the beta stage of our development chain. We discontinue the download of each alpha release when a new one is available, so the up-to-date release available at http://sourceforge.net/projects/drakecms is already fixed for the vulnerability.

https://cve.report/
https://cve.report/CVE-2006-5767/mitre
https://cve.report/CVE-2006-5767/nist
https://cve.report/CVE-2006-5767/cve_org
https://cve.report/api/cve/CVE-2006-5767.json
https://cve.report/CVE-2006-5767.pdf
http://cve.report/vendor/drake_team
http://cve.report/software/drake_team/drake_cms
https://exchange.xforce.ibmcloud.com/vulnerabilities/30021
http://www.attrition.org/pipermail/vim/2006-December/001202.html
https://www.exploit-db.com/exploits/2713
http://www.vupen.com/english/advisories/2006/4345
http://www.securityfocus.com/bid/20914
http://sourceforge.net/forum/forum.php?forum_id=636860
https://www.cve.org/CVERecord?id=CVE-2006-5767
https://nvd.nist.gov/vuln/detail/CVE-2006-5767


There are currently no legacy QID mappings associated with this CVE.
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