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CVE CVE-2006-5815
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2006-11-08 23:07:00 UTC
Updated 2018-10-17 21:45:00 UTC
Description Stack-based buffer overflow in the sreplace function in ProFTPD 1.3.0 and earlier allows remote attackers, probably auther
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Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Proftpd Project Proftpd All All All

Language

All

References

Reference

Gentoo Linux Documentation -- ProFTPD: Remote execution of arbitrary code
2006-0066

Mandriva update for proftpd - Advisories - Secunia

ProFTPD "CommandBufferSize" Denial of Service Vulnerability - Advisories - Secunia
Debian update for proftpd - Secunia.com

Debian -- Security Information -- DSA-1222-2 proftpd

Slackware update for proftpd - Advisories - Secunia

Bug 2858 — CVE-2006-5815: remote code execution in ProFTPD

Trustix update for openldap and proftpd - Advisories - Secunia

SecurityTracker.com Archives - ProFTPD sreplace() Off-by-one Bug Lets Remote Users Execute Arbitrary Code
SecurityFocus

IBM X-Force Exchange

GLEG Ltd. - Information Security Company

Source

GENTOO

TRUSTIX

SECUNIA

SECUNIA

SECUNIA

DEBIAN

SECUNIA

CONFIRM

SECUNIA

SECTRACK

BUGTRAQ

XF

MISC

Link

www.gent
www.trust
secunia.c(
secunia.c(
secunia.c(
www.debi:
secunia.c(
bugs.proft
secunia.c(
securitytre
WWW.Secu
exchange

gleg.net


https://cve.report/
https://cve.report/CVE-2006-5815/mitre
https://cve.report/CVE-2006-5815/nist
https://cve.report/CVE-2006-5815/cve_org
https://cve.report/CVE-2006-5815.pdf
http://cve.report/vendor/proftpd_project
http://cve.report/software/proftpd_project/proftpd
http://www.gentoo.org/security/en/glsa/glsa-200611-26.xml
http://www.trustix.org/errata/2006/0066/
http://secunia.com/advisories/23184
http://secunia.com/advisories/22821
http://secunia.com/advisories/23174
http://www.debian.org/security/2006/dsa-1222
http://secunia.com/advisories/23207
http://bugs.proftpd.org/show_bug.cgi?id=2858
http://secunia.com/advisories/23125
http://securitytracker.com/id?1017167
http://www.securityfocus.com/archive/1/452760/100/200/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/30147
http://gleg.net/vulndisco_meta.shtml

ProFTPD "sreplace()" Buffer Overflow Vulnerability - Advisories - Secunia SECUNIA secunia.c(

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW.VUPE
Mandriva update for proftpd - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.c(
Advisories - Mandriva Linux MANDRIVA www.man
OpenPKG Meta: SiteMap OPENPKG www.oper
214820 — (CVE-2006-5815) CVE-2006-5815: proftpd unspecified vulnerability CONFIRM bugzilla.re
Gentoo update for proftpd - Advisories - Secunia SECUNIA secunia.c(
ProFTPD SReplace Remote Buffer Overflow Vulnerability BID WWWw.Secu
The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware
Advisories - Mandriva Linux MANDRIVA www.man
Debian update for proftpd - Advisories - Secunia SECUNIA secunia.c(
2006-0070 TRUSTIX www.trust
CVE Program record CVE.ORG WWW.CVe.(
NVD vulnerability detail NVD nvd.nist.g¢
1 mers s ey i)

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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