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CVE CVE-2006-5821
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-11-10 23:07:00 UTC
Updated 2018-10-17 21:45:00 UTC
Description Heap-based buffer overflow in the IMA_SECURE_DecryptDatal function in ImaSystem.dll for Citrix MetaFrame XP 1.0 anc
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Citrix Metaframe 1.0 All windows_2000 All
Application Citrix Metaframe 3.0 All microsoft_windows_2000 All
Application Citrix Metaframe 1.0 All windows_2000 All
Application Citrix Metaframe 3.0 All microsoft_windows_2000 All
Application Citrix Metaframe Presentation Server 4.0 All 64-bit All
Application Citrix Metaframe Presentation Server 4.0 All microsoft_windows_2000 All
Application Citrix Metaframe Presentation Server 4.0 All microsoft_windows_2003 All
Application Citrix Metaframe Presentation Server 4.0 All 64-bit All
Application Citrix Metaframe Presentation Server 4.0 All microsoft_windows_2000 All
Application Citrix Metaframe Presentation Server 4.0 All microsoft_windows_2003 All
Reference Source
ZDI-06-038 MISC

IBM X-Force Exchange XF
SecurityFocus BUGTRAQ
Citrix Presentation Server IMA Service Bugs Let Remote Users Execute Arbitrary Code and Deny Service - SecurityTracker SECTRACK
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Vulnerabilities in Presentation Server's IMA Service could result in a Denial of Service or arbitrary code execution CONFIRM

Citrix Presentation Server IMA Service Vulnerabilities - Advisories - Secunia SECUNIA
Citrix Presentation Server IMA Service Multiple Remote Vulnerabilities BID
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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