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Source Priority CVE Program / NVD first with legacy fallback

Published 2006-11-09 11:07:00 UTC
Updated 2018-10-30 16:26:00 UTC
Description The zlib_inflate function in Linux kernel 2.6.x allows local users to cause a denial of service (crash) via a malformed filesyst
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.6.0 All All All
Operating System Linux Linux Kernel 2.6.0 All 64-bit_x86 All
Operating System Linux Linux Kernel 2.6.0 All itanium_ia64_montecito All
Operating System Linux Linux Kernel 2.6.0 test1 All All
Operating System Linux Linux Kernel 2.6.0 test10 All All
Operating System Linux Linux Kernel 2.6.0 test11 All All
Operating System Linux Linux Kernel 2.6.0 test2 All All
Operating System Linux Linux Kernel 2.6.0 test3 All All
Operating System Linux Linux Kernel 2.6.0 test4 All All
Operating System Linux Linux Kernel 2.6.0 tests All All
Operating System Linux Linux Kernel 2.6.0 test6 All All
Operating System Linux Linux Kernel 2.6.0 test7 All All
Operating System Linux Linux Kernel 2.6.0 test8 All All
Operating System Linux Linux Kernel 2.6.0 test9 All All
Operating System Linux Linux Kernel 2.6.1 All All All
Operating System Linux Linux Kernel 2.6.1 rci All All
Operating System Linux Linux Kernel 2.6.1 rc2 All All
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wpuiauny yewin Ciuna LU o FERVRUR - anuuT_nu_onp -
Operating System Linux Linux Kernel 2.6.8.1.5 All amd64_xeon All
Operating System Linux Linux Kernel 2.6.8.1.5 All k7 All
Operating System Linux Linux Kernel 2.6.8.1.5 All k7_smp All
Operating System Linux Linux Kernel 2.6.8.1.5 All power3 All
Operating System Linux Linux Kernel 2.6.8.1.5 All power3_smp All
Operating System Linux Linux Kernel 2.6.8.1.5 All power4 All
Operating System Linux Linux Kernel 2.6.8.1.5 All powerd_smp All
Operating System Linux Linux Kernel 2.6.8.1.5 All powerpc All
Operating System Linux Linux Kernel 2.6.8.1.5 All powerpc_smp All
Operating System Linux Linux Kernel 2.6.9 All All All
Operating System Linux Linux Kernel 2.6.9 2.6.20 All All
Operating System Linux Linux Kernel 2.6.9 rct All All
Operating System Linux Linux Kernel 2.6.9 rc2 All All
Operating System Linux Linux Kernel 2.6.9 rc3 All All
Operating System Linux Linux Kernel 2.6.9 rc4 All All
Operating System Linux Linux Kernel 2.6_test9 cvs All All All
Reference Source Lin
usn/usn-416-1 - Ubuntu: Linux for human beings UBUNTU ww!
Mandriva update for kernel - Advisories - Secunia SECUNIA sec
Repository / Oval Repository OVAL ova
Month of Kernel Bugs (MoKB): Linux 2.6.x zlib_inflate memory corruption MISC proj
Security Announcement SUSE ww
Ubuntu update for kernel - Advisories - Secunia SECUNIA sec
rhn.redhat.com | Red Hat Support REDHAT rhn.
Debian -- Security Information -- DSA-1504-1 kernel-source-2.6.8 DEBIAN ww!
SUSE update for kernel - Advisories - Secunia SECUNIA sec

Fedora Core "zlib_inflate()" Denial of Service Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA sec

Red Hat update for kernel - Advisories - Secunia SECUNIA sec
Mandriva update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA sec
rPath update for kernel and xen - Advisories - Secunia SECUNIA sec
Advisories - Mandriva Linux MANDRIVA  ww
Avaya Products Kernel Multiple Vulnerabilities - Advisories - Secunia SECUNIA sec

rhn.redhat.com | Red Hat Support REDHAT rhn.
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http://www.ubuntu.com/usn/usn-416-1
http://secunia.com/advisories/24482
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10588
http://projects.info-pull.com/mokb/MOKB-07-11-2006.html
http://www.novell.com/linux/security/advisories/2006_79_kernel.html
http://secunia.com/advisories/24098
http://rhn.redhat.com/errata/RHSA-2007-0014.html
http://www.debian.org/security/2008/dsa-1504
http://secunia.com/advisories/23474
http://secunia.com/advisories/22767
http://secunia.com/advisories/23997
http://secunia.com/advisories/24259
http://secunia.com/advisories/25691
http://www.mandriva.com/security/advisories?name=MDKSA-2007:060
http://secunia.com/advisories/24206
http://rhn.redhat.com/errata/RHSA-2007-0436.html

Debian -- Security Information -- DSA-1503-1 kernel-source-2.4.27 DEBIAN ww!

Red Hat update for kernel - Advisories - Secunia SECUNIA sec
SecurityFocus BUGTRAQ ww
Advisories - Mandriva Linux MANDRIVA  ww
Debian update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA sec
ASA-2007-063 (RHSA-2007-0014) CONFIRM  sup
CVE Program record CVE.ORG ww!
NVD vulnerability detail NVD nvd
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Joshua Bressers The CVE-2006-5823 is about a corrupted cramfs (MOKB-07-11-2006) that can cause a mer

4| ‘

Legacy QID Mappings

591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)
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