CVE-2006-5850

MITRE NVD CVE.ORG JSON API

Print: PDF 1)

CVE CVE-2006-5850
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2006-11-10 02:07:00 UTC
Updated 2018-10-17 21:45:00 UTC
Description Stack-based buffer overflow in Essentia Web Server 2.15 for Windows allows remote attackers to execute arbitrary code vi:

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Essen Essentia Web Server 2.15
Application Essen Essentia Web Server 2.15

Update
All

All

Edition Language
All All
All All

References

Reference

SecurityFocus

Essentia Web Server GET/HEAD Buffer Overflow - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

CXSecurity - IDS

Essentia Web Server 2.15 - GET Remote Denial of Service - Windows dos Exploit
Essentia Web Server GET And HEAD Requests Remote Buffer Overflow Vulnerability
[Full-disclosure] [xOn3-h4ck.org] Essentia Web Server 2.15 Buffer Overflow
SecurityFocus

CVE Program record
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BUGTRAQ

CVE.ORG

NVD

Link
www.securityfocus.com
secunia.com
Www.vupen.com
exchange.xforce.ibmcloud.com
securityreason.com
www.exploit-db.com
www.securityfocus.com
lists.grok.org.uk
www.securityfocus.com
Www.cve.org
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https://cve.report/
https://cve.report/CVE-2006-5850/mitre
https://cve.report/CVE-2006-5850/nist
https://cve.report/CVE-2006-5850/cve_org
https://cve.report/api/cve/CVE-2006-5850.json
https://cve.report/CVE-2006-5850.pdf
http://cve.report/vendor/essen
http://cve.report/software/essen/essentia_web_server
http://cve.report/vendor/essen
http://cve.report/software/essen/essentia_web_server
http://www.securityfocus.com/archive/1/451115/100/0/threaded
http://secunia.com/advisories/22718
http://www.vupen.com/english/advisories/2006/4384
https://exchange.xforce.ibmcloud.com/vulnerabilities/30049
http://securityreason.com/securityalert/1846
https://www.exploit-db.com/exploits/2716
http://www.securityfocus.com/bid/20910
http://lists.grok.org.uk/pipermail/full-disclosure/2006-November/050537.html
http://www.securityfocus.com/archive/1/451382/100/200/threaded
https://www.cve.org/CVERecord?id=CVE-2006-5850
https://nvd.nist.gov/vuln/detail/CVE-2006-5850

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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