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CVE CVE-2006-5857
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-31 05:00:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Adobe Reader and Acrobat 7.0.8 and earlier allows user-assisted remote attackers to execute code via a crafted PDF file tt

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Acrobat 3.0 All All All


https://cve.report/
https://cve.report/CVE-2006-5857/mitre
https://cve.report/CVE-2006-5857/nist
https://cve.report/CVE-2006-5857/cve_org
https://cve.report/api/cve/CVE-2006-5857.json
https://cve.report/CVE-2006-5857.pdf
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
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Application Adobe Acrobat Reader 5.0.9 All All All
Application Adobe Acrobat Reader 5.1 All All All
Application Adobe Acrobat Reader 6.0 All All All
Application Adobe Acrobat Reader 6.0.1 All All All
Application Adobe Acrobat Reader 6.0.2 All All All
Application Adobe Acrobat Reader 6.0.3 All All All
Application Adobe Acrobat Reader 6.0.4 All All All
Application Adobe Acrobat Reader 6.0.5 All All All
Application Adobe Acrobat Reader 7.0 All All All
Application Adobe Acrobat Reader 7.0.1 All All All
Application Adobe Acrobat Reader 7.0.2 All All All
Application Adobe Acrobat Reader 7.0.3 All All All
Application Adobe Acrobat Reader 7.0.4 All All All
Application Adobe Acrobat Reader 7.0.5 All All All
Application Adobe Acrobat Reader 7.0.6 All All All
Application Adobe Acrobat Reader 7.0.7 All All All
Application Adobe Acrobat Reader All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SecurityFocus

Red Hat update for acroread - Advisories - Secunia

Gentoo update for acroread - Advisories - Secunia

Adobe Acrobat Reader: Multiple vulnerabilities — Gentoo Linux Documentation
www.piotrbania.com/all/adv/adobe-acrobat-adv.txt

Neohapsis Archives - Full Disclosure List - #0200 - [Full-disclosure] Adobe Reader Remote Heap Memory Corruption - Subroutine Pointer Ove
Adobe - Security Advisories : Update available for vulnerabilities in versions 7.0.8 and earlier of Adobe Reader and Acrobat
Repository / Oval Repository

Sun Solaris Adobe Acrobat Multiple Vulnerabilities - Advisories - Secunia

rhn.redhat.com | Red Hat Support
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http://archives.neohapsis.com/archives/fulldisclosure/2007-01/0200.html
http://www.adobe.com/support/security/bulletins/apsb07-01.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11698
http://secunia.com/advisories/24533
https://rhn.redhat.com/errata/RHSA-2007-0017.html

osvdb.org/31316

sunsolve.sun.com/search/document.do

SUSE update for acroread - Advisories - Secunia

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: Acrobat Reader 7.0.9 (SUSE-SA:2007:011)
Adobe Acrobat Reader Unspecified Heap Corruption Vulnerability

US-CERT Vulnerability Note VU#698924

Red Hat update for acroread - Advisories - Secunia

rhn.redhat.com | Red Hat Support

Adobe Acrobat and Adobe Reader Lets Remote Users Execute Arbitrary Code - SecurityTracker
Adobe Reader Unspecified Heap Corruption Vulnerability - Advisories - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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