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Stack-based buffer overflow in the ps_gettext function in ps.c for GNU gv 3.6.2, and possibly earlier versions, allows user-a
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Gnu Gv 3.5.8 All All All
Gnu Gv 3.6.0 All All All
Gnu Gv 3.6.1 All All All
Gnu Gv 3.6.2 All All All
Gnu Gv 3.5.8 All All All
Gnu Gv 3.6.0 All All All
Gnu Gv 3.6.1 All All All
Gnu Gv 3.6.2 All All All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com
Debian update for evince - Advisories - Secunia SECUNIA secunia.com
SecurityFocus BUGTRAQ www.securityfocus.com
SecurityFocus BUGTRAQ www.securityfocus.com
Security Announcement SUSE www.novell.com
Debian -- Security Information -- DSA-1214-2 gv DEBIAN www.debian.org
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GNU GV Stack Buffer Overflow Vulnerability BID www.securityfocus.com

Debian update for gv - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com
Webmail | OVH- OVH VUPEN www.vupen.com
USN-390-1: evince vulnerability | Ubuntu UBUNTU www.ubuntu.com
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
mgv: Stack overflow in included gv code — Gentoo Linux Documentation GENTOO security.gentoo.org
Gentoo update for gv - Advisories - Secunia SECUNIA secunia.com
USN-390-2: evince vulnerability | Ubuntu UBUNTU www.ubuntu.com
Gentoo Linux Documentation -- Evince: Stack overflow in included gv code GENTOO security.gentoo.org
Security Announcement SUSE www.novell.com
SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com
usn/usn-390-3 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com
Ubuntu update for evince-gtk - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA secunia.com
Webmail | OVH- OVH VUPEN www.vupen.com

Evince Document Viewer - 'DocumentMedia’ Remote Buffer Overflow - Linux remote Exploit EXPLOIT-DB  www.exploit-db.com

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com
Security Announcement SUSE www.novell.com
Gentoo Linux Documentation -- GNU gv: Stack overflow GENTOO security.gentoo.org
US-CERT Vulnerability Note VU#352825 CERT-VN www.kb.cert.org
Mandriva update for gv - Advisories - Secunia SECUNIA secunia.com
issues.rpath.com/browse/RPL-850 CONFIRM issues.rpath.com
Debian -- Security Information -- DSA-1243-1 evince DEBIAN www.debian.org
Evince "get_next_text()" Buffer Overflow Vulnerability - Advisories - Secunia SECUNIA secunia.com
Gentoo mgv Buffer Overflow Vulnerability - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

GNU gv "ps_gettext()" Buffer Overflow Vulnerability - Advisories - Secunia SECUNIA secunia.com
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com
Ubuntu update for evince - Advisories - Secunia SECUNIA secunia.com
Gentoo update for evince - Secunia.com SECUNIA secunia.com
Mandriva update for evince - Advisories - Secunia SECUNIA secunia.com

rPath update for evince - Advisories - Secunia SECUNIA secunia.com
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-09-07 Mark J Cox  Red Hat is aware of this issue and is tracking it via the following bug for Red Hat Enterprise Linu
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There are currently no legacy QID mappings associated with this CVE.
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