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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Fetchmail Fetchmail 4.51 All All All
Application Fetchmail Fetchmail 452 All All All
Application Fetchmail Fetchmail 4.5.3 All All All
Application Fetchmail Fetchmail 454 All All All
Application Fetchmail Fetchmail 455 All All All
Application Fetchmail Fetchmail 456 All All All
Application Fetchmail Fetchmail 457 All All All
Application Fetchmail Fetchmail 458 All All All
Application Fetchmail Fetchmail 4.6.0 All All All
Application Fetchmail Fetchmail 4.6.1 All All All
Application Fetchmail Fetchmail 4.6.2 All All All
Application Fetchmail Fetchmail 46.3 All All All
Application Fetchmail Fetchmail 4.6.4 All All All
Application Fetchmail Fetchmail 46.5 All All All
Application Fetchmail Fetchmail 4.6.6 All All All
Application Fetchmail Fetchmail 4.6.7 All All All
Application Fetchmail Fetchmail 46.8 All All All
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Applicaton retcnmail retcnmail 0.2.4 All Al Al
Application Fetchmail Fetchmail 6.2.5 All All All
Application Fetchmail Fetchmail 6.2.5.1 All All All
Application Fetchmail Fetchmail 6.2.5.2 All All All
Application Fetchmail Fetchmail 6.2.5.4 All All All
Application Fetchmail Fetchmail 6.2.6 pre4 All All
Application Fetchmail Fetchmail 6.2.6 pre8 All All
Application Fetchmail Fetchmail 6.2.6 pre9 All All
Application Fetchmail Fetchmail 6.2.9 rc10 All All
Application Fetchmail Fetchmail 6.2.9 rc3 All All
Application Fetchmail Fetchmail 6.2.9 rcd All All
Application Fetchmail Fetchmail 6.2.9 rch All All
Application Fetchmail Fetchmail 6.2.9 rc7 All All
Application Fetchmail Fetchmail 6.2.9 rc8 All All
Application Fetchmail Fetchmail 6.2.9 rc9 All All
Application Fetchmail Fetchmail 6.3.0 All All All
Application Fetchmail Fetchmail 6.3.1 All All All
Application Fetchmail Fetchmail 6.3.2 All All All
Application Fetchmail Fetchmail 6.3.3 All All All
Application Fetchmail Fetchmail 6.3.4 All All All
Application Fetchmail Fetchmail 6.3.5 All All All
Application Fetchmail Fetchmail 6.3.6 rci All All
Application Fetchmail Fetchmail 6.3.6 rc2 All All
Application Fetchmail Fetchmail All rc3 All All
Reference Source Link
31580 OSvDB osvdb.org
[SECURITY] Fedora Core 5 Update: fetchmail-6.3.6-1.fc5 | FedoraNEWS.ORG FEDORA fedoranews.org
Support / Security / Advisories / / MDKSA-2007:016 | Mandriva MANDRIVA www.mandriva.com
US-CERT Technical Cyber Security Alert TA07-109A -- Apple Updates for Multiple Vulnerabilities CERT www.us-cert.gov
USN-405-1: fetchmail vulnerability | Ubuntu UBUNTU www.ubuntu.com
Webmail - OVH VUPEN www.vupen.com
SGI Advanced Linux Environment 3 Multiple Updates - Advisories - Secunia SECUNIA secunia.com
SecurityFocus BUGTRAQ www.securityfocus.com
Debian -- Security Information -- DSA-1259-1 fetchmail DEBIAN www.debian.org
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http://cve.report/software/fetchmail/fetchmail
http://osvdb.org/31580
http://fedoranews.org/cms/node/2429
http://www.mandriva.com/security/advisories?name=MDKSA-2007:016
http://www.us-cert.gov/cas/techalerts/TA07-109A.html
http://www.ubuntu.com/usn/usn-405-1
http://www.vupen.com/english/advisories/2007/1470
http://secunia.com/advisories/24284
http://www.securityfocus.com/archive/1/456115/100/0/threaded
http://www.debian.org/security/2007/dsa-1259

Webmail - OVH

Repository / Oval Repository

2007-0007

Fetchmail - Kostenloser Open Source Mail Daemon

APPLE-SA-2007-04-19 Security Update 2007-004

Ubuntu update for fetchmail - Advisories - Secunia

The Slackware Linux Project: Slackware Security Advisories

rhn.redhat.com | Red Hat Support

20070201-01-P

About Security Update 2007-004

Mandriva update for fetchmail - Advisories - Secunia

Fedora update for fetchmail - Advisories - Secunia

Fetchmail TLS Security Bugs May Let Eavesdroppers Obtain Passwords - Security Tracker
Slackware update for fetchmail - Advisories - Secunia

Trustix Update for Various Packages - Advisories - Secunia

Gentoo Linux Documentation -- Fetchmail: Denial of Service and password disclosure
Fetchmail Multiple Password Information Disclosure Vulnerabilities

Red Hat update for fetchmail - Advisories - Secunia

Fetchmail TLS Configuration Security Issue and "MDA" Denial of Service - Advisories - Secunia
SecurityFocus

Webmail - OVH

issues.rpath.com/browse/RPL-919

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia
Gentoo update for fetchmail - Advisories - Secunia

Debian update for fetchmail - Advisories - Secunia

Security Announcement

OpenPKG Corporation: Security: Security Advisories

rPath update for fetchmail - Advisories - Secunia

CVE Program record

NVD vulnerability detail

/

VUPEN

OVAL

TRUSTIX

CONFIRM

APPLE

SECUNIA

SLACKWARE

REDHAT

SGl

CONFIRM

SECUNIA

SECUNIA

SECTRACK

SECUNIA

SECUNIA

GENTOO

BID

SECUNIA

SECUNIA

BUGTRAQ

VUPEN

CONFIRM

SECUNIA

SECUNIA

SECUNIA

SUSE

OPENPKG

SECUNIA

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

www.vupen.com
oval.cisecurity.org
www.trustix.org
fetchmail.berlios.de
lists.apple.com
secunia.com
slackware.com
www.redhat.com
patches.sgi.com
docs.info.apple.com
secunia.com
secunia.com
securitytracker.com
secunia.com
secunia.com
security.gentoo.org
www.securityfocus.com
secunia.com
secunia.com
www.securityfocus.com
www.vupen.com
issues.rpath.com
secunia.com
secunia.com
secunia.com
www.novell.com
www.openpkg.com
secunia.com
WWW.Ccve.org

nvd.nist.gov



http://www.vupen.com/english/advisories/2007/0087
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10566
http://www.trustix.org/errata/2007/0007
http://fetchmail.berlios.de/fetchmail-SA-2006-02.txt
http://lists.apple.com/archives/Security-announce/2007/Apr/msg00001.html
http://secunia.com/advisories/23714
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.517995
http://www.redhat.com/support/errata/RHSA-2007-0018.html
ftp://patches.sgi.com/support/free/security/advisories/20070201-01-P.asc
http://docs.info.apple.com/article.html?artnum=305391
http://secunia.com/advisories/23781
http://secunia.com/advisories/23804
http://securitytracker.com/id?1017478
http://secunia.com/advisories/23923
http://secunia.com/advisories/24151
http://security.gentoo.org/glsa/glsa-200701-13.xml
http://www.securityfocus.com/bid/21903
http://secunia.com/advisories/24007
http://secunia.com/advisories/23631
http://www.securityfocus.com/archive/1/460528/100/0/threaded
http://www.vupen.com/english/advisories/2007/0088
https://issues.rpath.com/browse/RPL-919
http://secunia.com/advisories/24966
http://secunia.com/advisories/23838
http://secunia.com/advisories/24174
http://www.novell.com/linux/security/advisories/2007_4_sr.html
http://www.openpkg.com/security/advisories/OpenPKG-SA-2007.004.html
http://secunia.com/advisories/23695
https://www.cve.org/CVERecord?id=CVE-2006-5867
https://nvd.nist.gov/vuln/detail/CVE-2006-5867
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