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Summary

CVE CVE-2006-5876

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-16 19:28:00 UTC

Updated 2017-07-20 01:34:00 UTC

Description The soup_headers_parse function in soup-headers.c for libsoup HTTP library before 2.2.99 allows remote attackers to cause a denial of service (crash) via malformed HTTP headers, probably involving missing fields or values.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libsoup Libsoup 2.2.98 All All All

Application Libsoup Libsoup 2.2.98 All All All

References

Reference Source Link Tags

USN-411-1: libsoup vulnerability | Ubuntu UBUNTU www.ubuntu.com

libsoup "soup_headers_parse()" Denial of Service - Advisories - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-1248-1 libsoup DEBIAN www.debian.org

Ubuntu update for libsoup - Advisories - Secunia SECUNIA secunia.com

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

404 Not Found FEDORA fedoranews.org

issues.rpath.com/browse/RPL-965 CONFIRM issues.rpath.com

31667 OSVDB osvdb.org

LibSoup Library HTTP Headers Remote Denial of Service Vulnerability BID www.securityfocus.com

Fedora update for libsoup - Advisories - Secunia SECUNIA secunia.com

Webmail - OVH VUPEN www.vupen.com

Debian update for libsoup - Advisories - Secunia SECUNIA secunia.com
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https://cve.report/CVE-2006-5876/cve_org
https://cve.report/api/cve/CVE-2006-5876.json
https://cve.report/CVE-2006-5876.pdf
http://cve.report/vendor/libsoup
http://cve.report/software/libsoup/libsoup
http://cve.report/vendor/libsoup
http://cve.report/software/libsoup/libsoup
http://www.ubuntu.com/usn/usn-411-1
http://secunia.com/advisories/23734
http://www.debian.org/security/2007/dsa-1248
http://secunia.com/advisories/23873
http://www.mandriva.com/security/advisories?name=MDKSA-2007:029
http://fedoranews.org/cms/node/2509
https://issues.rpath.com/browse/RPL-965
http://osvdb.org/31667
http://www.securityfocus.com/bid/22034
http://secunia.com/advisories/23976
http://www.vupen.com/english/advisories/2007/0173
http://secunia.com/advisories/23770


Mandriva update for libsoup - Advisories - Secunia SECUNIA secunia.com

rPath update for libsoup - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

ftp.gnome.org/pub/gnome/sources/libsoup/2.2/libsoup-2.2.99.news CONFIRM ftp.gnome.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox Not vulnerable. The vulnerable code is not used by any application likned with libsoup shipped with Red Hat Enterprise Linux 2.1, 3, and 4. Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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