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Summary

CVE CVE-2006-5877

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-23 21:28:00 UTC

Updated 2008-11-15 06:33:00 UTC

Description The enigmail extension before 0.94.2 does not properly handle large, encrypted file e-mail attachments, which allows remote attackers to cause a denial of service (crash), as demonstrated with Mozilla Thunderbird.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Enigmail Enigmail All All All All

Operating System Ubuntu Ubuntu Linux All All powerpc All

Operating System Ubuntu Ubuntu Linux All All powerpc All

Operating System Ubuntu Ubuntu Linux All All powerpc All

Operating System Ubuntu Ubuntu Linux All All powerpc All

Operating System Ubuntu Ubuntu Linux All All powerpc All

Operating System Ubuntu Ubuntu Linux All All powerpc All

References

Reference Source Link

Enigmail Memory Allocation Denial Of Service Vulnerability BID www.securityfocus.com

Bug 9730 – CVE-2006-5877: Decrypting/verifying large inline PGP emails with Enigmail kills Thunderbird CONFIRM bugzilla.mozdev.org

USN-427-1: Enigmail vulnerability | Ubuntu UBUNTU www.ubuntu.com

mozdev.org - enigmail: changelog CONFIRM enigmail.mozdev.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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