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CVE CVE-2006-5989
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2006-11-20 21:07:00 UTC
Updated 2017-10-11 01:31:00 UTC
Description Off-by-one error in the der_get_oid function in mod_auth_kerb 5.0 allows remote attackers to cause a denial of service (cra

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Mod Auth Kerb Mod Auth Kerb 5.0 All
Application Mod Auth Kerb Mod Auth Kerb 5.0 All

Edition

All

All

Language
All

All

References

Reference

Mod_auth_kerb: Denial of Service — Gentoo Linux Documentation

Advisories - Mandriva Linux

Repository / Oval Repository

rhn.redhat.com | Red Hat Support

Debian update for libapache-mod-auth-kerb - Advisories - Secunia

206736 — CVE-2006-5989 mod_auth_kerb segfaults when talking to newest KRB5 libs
bugzilla.redhat.com/bugzilla/attachment.cgi

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Debian -- Security Information -- DSA-1247-1 libapache-mod-auth-kerb
SecurityTracker.com Archives - mod_auth_kerb Off-by-one Overflow Lets Remote Users Deny Service
mod_auth_kerb "der_get_oid()" Off-By-One Vulnerability - Advisories - Secunia

IBM X-Force Exchange

Source

GENTOO

MANDRIVA

OVAL

REDHAT

SECUNIA

CONFIRM

CONFIRM

VUPEN

DEBIAN

SECTRACK

SECUNIA

XF

Link
security.gentoo.org
www.mandriva.com
oval.cisecurity.org
www.redhat.com
secunia.com
bugzilla.redhat.com
bugzilla.redhat.com
www.vupen.com
www.debian.org
securitytracker.com
secunia.com

exchange.xforce.ibmc
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https://cve.report/api/cve/CVE-2006-5989.json
https://cve.report/CVE-2006-5989.pdf
http://cve.report/vendor/mod_auth_kerb
http://cve.report/software/mod_auth_kerb/mod_auth_kerb
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http://security.gentoo.org/glsa/glsa-200701-14.xml
http://www.mandriva.com/security/advisories?name=MDKSA-2006:218
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10051
http://www.redhat.com/support/errata/RHSA-2006-0746.html
http://secunia.com/advisories/23681
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=206736
https://bugzilla.redhat.com/bugzilla/attachment.cgi?id=136650
http://www.vupen.com/english/advisories/2006/4633
http://www.debian.org/security/2007/dsa-1247
http://securitytracker.com/id?1017348
http://secunia.com/advisories/23023
https://exchange.xforce.ibmcloud.com/vulnerabilities/30456

Red Hat update for mod_auth_kerb - Advisories - Secunia SECUNIA

Gentoo update for mod-auth-kerb - Advisories - Secunia SECUNIA
Apache Mod_Auth_Kerb Off-By-One Denial of Service Vulnerability BID

CVE Program record CVE.ORG
NVD vulnerability detail NVD

gl

Vendor Comments And Credit

secunia.com
secunia.com
www.securityfocus.cc

WWW.CVe.org

nvd.nist.gov

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox  Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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