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Summary

CVE CVE-2006-6058

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-11-22 01:07:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description The minix filesystem code in Linux kernel 2.6.x before 2.6.24, including 2.6.18, allows local users to cause a denial of service (hang) via a malformed minix file stream that triggers an infinite loop in the minix_bmap function. 

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.6.0 All All All

Operating System Linux Linux Kernel 2.6.1 All All All

Operating System Linux Linux Kernel 2.6.10 All All All

Operating System Linux Linux Kernel 2.6.11 All All All

Operating System Linux Linux Kernel 2.6.11.1 All All All

Operating System Linux Linux Kernel 2.6.11.10 All All All

Operating System Linux Linux Kernel 2.6.11.11 All All All

Operating System Linux Linux Kernel 2.6.11.12 All All All

Operating System Linux Linux Kernel 2.6.11.2 All All All

Operating System Linux Linux Kernel 2.6.11.3 All All All

Operating System Linux Linux Kernel 2.6.11.4 All All All

Operating System Linux Linux Kernel 2.6.11.5 All All All

Operating System Linux Linux Kernel 2.6.11.6 All All All

Operating System Linux Linux Kernel 2.6.11.7 All All All

Operating System Linux Linux Kernel 2.6.11.8 All All All

Operating System Linux Linux Kernel 2.6.11.9 All All All

Operating System Linux Linux Kernel 2.6.12 All All All
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Operating System Linux Linux Kernel 2.6.12 All All All

Operating System Linux Linux Kernel 2.6.12.1 All All All

Operating System Linux Linux Kernel 2.6.12.2 All All All

Operating System Linux Linux Kernel 2.6.12.3 All All All

Operating System Linux Linux Kernel 2.6.12.4 All All All

Operating System Linux Linux Kernel 2.6.12.5 All All All

Operating System Linux Linux Kernel 2.6.12.6 All All All

Operating System Linux Linux Kernel 2.6.13 All All All

Operating System Linux Linux Kernel 2.6.13.1 All All All

Operating System Linux Linux Kernel 2.6.13.2 All All All

Operating System Linux Linux Kernel 2.6.13.3 All All All

Operating System Linux Linux Kernel 2.6.13.4 All All All

Operating System Linux Linux Kernel 2.6.13.5 All All All

Operating System Linux Linux Kernel 2.6.14 All All All

Operating System Linux Linux Kernel 2.6.14.1 All All All

Operating System Linux Linux Kernel 2.6.14.2 All All All

Operating System Linux Linux Kernel 2.6.14.3 All All All

Operating System Linux Linux Kernel 2.6.14.4 All All All

Operating System Linux Linux Kernel 2.6.14.5 All All All

Operating System Linux Linux Kernel 2.6.14.6 All All All

Operating System Linux Linux Kernel 2.6.14.7 All All All

Operating System Linux Linux Kernel 2.6.15 All All All

Operating System Linux Linux Kernel 2.6.15.1 All All All

Operating System Linux Linux Kernel 2.6.15.2 All All All

Operating System Linux Linux Kernel 2.6.15.3 All All All

Operating System Linux Linux Kernel 2.6.15.4 All All All

Operating System Linux Linux Kernel 2.6.15.5 All All All

Operating System Linux Linux Kernel 2.6.15.6 All All All

Operating System Linux Linux Kernel 2.6.15.7 All All All

Operating System Linux Linux Kernel 2.6.16 All All All

Operating System Linux Linux Kernel 2.6.16.1 All All All

Operating System Linux Linux Kernel 2.6.16.10 All All All

Operating System Linux Linux Kernel 2.6.16.11 All All All

Operating System Linux Linux Kernel 2.6.16.12 All All All

Operating System Linux Linux Kernel 2.6.16.13 All All All

Operating System Linux Linux Kernel 2.6.16.14 All All All
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Operating System Linux Linux Kernel 2.6.16.15 All All All

Operating System Linux Linux Kernel 2.6.16.16 All All All

Operating System Linux Linux Kernel 2.6.16.17 All All All

Operating System Linux Linux Kernel 2.6.16.18 All All All

Operating System Linux Linux Kernel 2.6.16.19 All All All

Operating System Linux Linux Kernel 2.6.16.2 All All All

Operating System Linux Linux Kernel 2.6.16.20 All All All

Operating System Linux Linux Kernel 2.6.16.21 All All All

Operating System Linux Linux Kernel 2.6.16.22 All All All

Operating System Linux Linux Kernel 2.6.16.23 All All All

Operating System Linux Linux Kernel 2.6.16.24 All All All

Operating System Linux Linux Kernel 2.6.16.25 All All All

Operating System Linux Linux Kernel 2.6.16.26 All All All

Operating System Linux Linux Kernel 2.6.16.27 All All All

Operating System Linux Linux Kernel 2.6.16.28 All All All

Operating System Linux Linux Kernel 2.6.16.29 All All All

Operating System Linux Linux Kernel 2.6.16.3 All All All

Operating System Linux Linux Kernel 2.6.16.30 All All All

Operating System Linux Linux Kernel 2.6.16.31 All All All

Operating System Linux Linux Kernel 2.6.16.32 All All All

Operating System Linux Linux Kernel 2.6.16.33 All All All

Operating System Linux Linux Kernel 2.6.16.4 All All All

Operating System Linux Linux Kernel 2.6.16.5 All All All

Operating System Linux Linux Kernel 2.6.16.6 All All All

Operating System Linux Linux Kernel 2.6.16.7 All All All

Operating System Linux Linux Kernel 2.6.16.8 All All All

Operating System Linux Linux Kernel 2.6.16.9 All All All

Operating System Linux Linux Kernel 2.6.17 All All All

Operating System Linux Linux Kernel 2.6.17.1 All All All

Operating System Linux Linux Kernel 2.6.17.10 All All All

Operating System Linux Linux Kernel 2.6.17.11 All All All

Operating System Linux Linux Kernel 2.6.17.12 All All All

Operating System Linux Linux Kernel 2.6.17.13 All All All

Operating System Linux Linux Kernel 2.6.17.14 All All All

Operating System Linux Linux Kernel 2.6.17.2 All All All

Operating System Linux Linux Kernel 2.6.17.3 All All All
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Operating System Linux Linux Kernel 2.6.17.3 All All All

Operating System Linux Linux Kernel 2.6.17.4 All All All

Operating System Linux Linux Kernel 2.6.17.5 All All All

Operating System Linux Linux Kernel 2.6.17.6 All All All

Operating System Linux Linux Kernel 2.6.17.7 All All All

Operating System Linux Linux Kernel 2.6.17.8 All All All

Operating System Linux Linux Kernel 2.6.17.9 All All All

Operating System Linux Linux Kernel 2.6.18 All All All

Operating System Linux Linux Kernel 2.6.18 rc1 All All

Operating System Linux Linux Kernel 2.6.18 rc2 All All

Operating System Linux Linux Kernel 2.6.18 rc3 All All

Operating System Linux Linux Kernel 2.6.18 rc4 All All

Operating System Linux Linux Kernel 2.6.18 rc5 All All

Operating System Linux Linux Kernel 2.6.18 rc6 All All

Operating System Linux Linux Kernel 2.6.18 rc7 All All

Operating System Linux Linux Kernel 2.6.18.1 All All All

Operating System Linux Linux Kernel 2.6.18.2 All All All

Operating System Linux Linux Kernel 2.6.18.3 All All All

Operating System Linux Linux Kernel 2.6.18.4 All All All

Operating System Linux Linux Kernel 2.6.18.5 All All All

Operating System Linux Linux Kernel 2.6.18.6 All All All

Operating System Linux Linux Kernel 2.6.18.7 All All All

Operating System Linux Linux Kernel 2.6.18.8 All All All

Operating System Linux Linux Kernel 2.6.19 All All All

Operating System Linux Linux Kernel 2.6.19 rc1 All All

Operating System Linux Linux Kernel 2.6.19 rc2 All All

Operating System Linux Linux Kernel 2.6.19 rc3 All All

Operating System Linux Linux Kernel 2.6.19 rc4 All All

Operating System Linux Linux Kernel 2.6.19.1 All All All

Operating System Linux Linux Kernel 2.6.19.2 All All All

Operating System Linux Linux Kernel 2.6.19.3 All All All

Operating System Linux Linux Kernel 2.6.2 All All All

Operating System Linux Linux Kernel 2.6.20 All All All

Operating System Linux Linux Kernel 2.6.20 rc2 All All

Operating System Linux Linux Kernel 2.6.20.1 All All All

Operating System Linux Linux Kernel 2.6.20.10 All All All
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Operating System Linux Linux Kernel 2.6.20.11 All All All

Operating System Linux Linux Kernel 2.6.20.12 All All All

Operating System Linux Linux Kernel 2.6.20.13 All All All

Operating System Linux Linux Kernel 2.6.20.14 All All All

Operating System Linux Linux Kernel 2.6.20.15 All All All

Operating System Linux Linux Kernel 2.6.20.2 All All All

Operating System Linux Linux Kernel 2.6.20.3 All All All

Operating System Linux Linux Kernel 2.6.20.4 All All All

Operating System Linux Linux Kernel 2.6.20.5 All All All

Operating System Linux Linux Kernel 2.6.20.6 All All All

Operating System Linux Linux Kernel 2.6.20.7 All All All

Operating System Linux Linux Kernel 2.6.20.8 All All All

Operating System Linux Linux Kernel 2.6.20.9 All All All

Operating System Linux Linux Kernel 2.6.21 All All All

Operating System Linux Linux Kernel 2.6.21 git1 All All

Operating System Linux Linux Kernel 2.6.21 git2 All All

Operating System Linux Linux Kernel 2.6.21 git3 All All

Operating System Linux Linux Kernel 2.6.21 git4 All All

Operating System Linux Linux Kernel 2.6.21 git5 All All

Operating System Linux Linux Kernel 2.6.21 git6 All All

Operating System Linux Linux Kernel 2.6.21 git7 All All

Operating System Linux Linux Kernel 2.6.21 rc3 All All

Operating System Linux Linux Kernel 2.6.21 rc4 All All

Operating System Linux Linux Kernel 2.6.21 rc5 All All

Operating System Linux Linux Kernel 2.6.21 rc6 All All

Operating System Linux Linux Kernel 2.6.21 rc7 All All

Operating System Linux Linux Kernel 2.6.21.1 All All All

Operating System Linux Linux Kernel 2.6.21.2 All All All

Operating System Linux Linux Kernel 2.6.21.3 All All All

Operating System Linux Linux Kernel 2.6.21.4 All All All

Operating System Linux Linux Kernel 2.6.22 All All All

Operating System Linux Linux Kernel 2.6.22 rc6 All All

Operating System Linux Linux Kernel 2.6.22.1 All All All

Operating System Linux Linux Kernel 2.6.22.16 All All All

Operating System Linux Linux Kernel 2.6.22.3 All All All
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Operating System Linux Linux Kernel 2.6.22.4 All All All

Operating System Linux Linux Kernel 2.6.22.5 All All All

Operating System Linux Linux Kernel 2.6.22.6 All All All

Operating System Linux Linux Kernel 2.6.22.7 All All All

Operating System Linux Linux Kernel 2.6.23 All All All

Operating System Linux Linux Kernel 2.6.23 rc1 All All

Operating System Linux Linux Kernel 2.6.23 rc2 All All

Operating System Linux Linux Kernel 2.6.23.1 All All All

Operating System Linux Linux Kernel 2.6.23.14 All All All

Operating System Linux Linux Kernel 2.6.23.2 All All All

Operating System Linux Linux Kernel 2.6.23.3 All All All

Operating System Linux Linux Kernel 2.6.23.4 All All All

Operating System Linux Linux Kernel 2.6.23.5 All All All

Operating System Linux Linux Kernel 2.6.23.6 All All All

Operating System Linux Linux Kernel 2.6.23.7 All All All

Operating System Linux Linux Kernel 2.6.23.9 All All All

Operating System Linux Linux Kernel 2.6.3 All All All

Operating System Linux Linux Kernel 2.6.4 All All All

Operating System Linux Linux Kernel 2.6.5 All All All

Operating System Linux Linux Kernel 2.6.6 All All All

Operating System Linux Linux Kernel 2.6.7 All All All

Operating System Linux Linux Kernel 2.6.8 All All All

Operating System Linux Linux Kernel 2.6.8.1 All All All

Operating System Linux Linux Kernel 2.6.9 2.6.20 All All

Operating System Linux Linux Kernel 2.6.0 All All All

Operating System Linux Linux Kernel 2.6.1 All All All

Operating System Linux Linux Kernel 2.6.10 All All All

Operating System Linux Linux Kernel 2.6.11 All All All

Operating System Linux Linux Kernel 2.6.11.1 All All All

Operating System Linux Linux Kernel 2.6.11.10 All All All

Operating System Linux Linux Kernel 2.6.11.11 All All All

Operating System Linux Linux Kernel 2.6.11.12 All All All

Operating System Linux Linux Kernel 2.6.11.2 All All All

Operating System Linux Linux Kernel 2.6.11.3 All All All

Operating System Linux Linux Kernel 2.6.11.4 All All All

Operating System Linux Linux Kernel 2.6.11.5 All All All
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Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

ASA-2007-404 (RHSA-2007-0672) CONFIRM support.avaya.com

Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Linux Kernel minix File System Denial of Service Vulnerability - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Fedora Core minix File System Denial of Service Vulnerability - Advisories - Secunia SECUNIA secunia.com Exploit, Vendor Advisory

Month of Kernel Bugs (MoKB): Linux 2.6.x minix_bmap denial of service MISC projects.info-pull.com Exploit, Vendor Advisory

issues.rpath.com/browse/RPL-1929 CONFIRM issues.rpath.com

Advisories | Mandriva MANDRIVA www.mandriva.com

USN-574-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Debian -- Security Information -- DSA-1504-1 kernel-source-2.6.8 DEBIAN www.debian.org

rPath update for kernel - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Support / Security / Advisories / / MDVSA-2008:112 | Mandriva MANDRIVA www.mandriva.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

Support / Security / Advisories / / MDVSA-2008:008 | Mandriva MANDRIVA www.mandriva.com

SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Support / Security / Advisories / / MDKSA-2007:226 | Mandriva MANDRIVA www.mandriva.com

Debian update for kernel - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

USN-558-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Debian -- Security Information -- DSA-1436-1 linux-2.6 DEBIAN www.debian.org

USN-578-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

404: File not found CONFIRM kernel.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Debian update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)
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