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CVE-2006-6060

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACLUAUNCNIINAC Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

The NTFS filesystem code in Linux kernel 2.6.x up to 2.6.18, and
possibly other versions, allows local users to cause a denial of service
(CPU consumption) via a malformed NTFS file stream that triggers an
infinite loop in the __ find_get_block_slow function.

CVE-2006-6060 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.9 - MEDIUM

Access Access Authentication
Vector Complexity
Low [ NN
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [NONE_
CVE References
Description Tags Link
Month of Kernel Bugs (MoKB): Linux 2.6.x NTFS X (%) MISC projects.info-
_ find_get_block_slow() denial of service pull.com/mokb/MOKB-19-11-
2006.html
Security Announcement web.archive.org ot SUSE SUSE-SA:2006:079
Debian update for kernel-source-2.6.8 - Secunia Advisories - YO SECUNIA 25714
Vulnerability Intelligence - Secunia.com [ text/html |
SUSE update for kernel - Advisories - Secunia Y SECUNIA 23474

rPath update for kernel and xen - Advisories - Secunia ¥ SECUNIA 25691
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https://web.archive.org/web/2006/http://secunia.com/advisories/23474
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text/html

IBM X-Force Exchange SEEICEREEAEATESTN @ XF kernel-ntfs-dos(30418)
text/html

SecurityFocus () BUGTRAQ 20070615 rPSA-
2007-0124-1 kernel xen

Debian -- Security Information -- DSA-1304-1 kernel-source-2.6.8 (@ DEBIAN DSA-1304

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 2.6.0 All All All
System

Operating Linux Linux Kernel 2.6.1 All All All
System

Operating Linux Linux Kernel 2.6.10 All All All
System

Operating Linux Linux Kernel 2.6.11 All All All
System

Operating Linux Linux Kernel 2.6.11.1 All All All
System

Operating Linux Linux Kernel 2.6.11.10 All All All
System

Operating Linux Linux Kernel 2.6.11.11 All All All
System

Operating Linux Linux Kernel 2.6.11.12 All All All
System

Operating Linux Linux Kernel 2.6.11.2 All All All
System

Operating Linux Linux Kernel 2.6.11.3 All All All
System

Operating Linux Linux Kernel 2.6.11.4 All All All
System

Operating Linux Linux Kernel 2.6.11.5 All All All
System

Operating Linux Linux Kernel 2.6.11.6 All All All
System

Operating Linux Linux Kernel 2.6.11.7 All All All

System
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System

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:*:**:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.10:*:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.11:*:*:**:*

cpe:2.3:0:linux:linux_kernel:2.6.11.1:

AKakak ok akak k.

cpe:2.3:0:linux:linux_kernel:2.6.11.10: "

dkak kKRR k.

cpe:2.3:0:linux:linux_kernel:2.6.11.12:* "

cpe:2.3:0:linux:linux_kernel:2.6.11.2:* "™
cpe:2.3:0:linux:linux_kernel:2.6.11.3:* """
cpe:2.3:0:linux:linux_kernel:2.6.11.4: "
cpe:2.3:0:linux:linux_kernel:2.6.11.5:* " ™
cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.7:% " "

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:*:*:*:*:*:*:
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cpe:2.3:0:linux:linux_kernel:2.6.11.9:™:":":"m ™™

cpe:2.3:0:linux:linux_kernel:2.6.12.1:*:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.2:%:*:*:*: "

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:*:* "

skakakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.5:%:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.12.6:*:*:*:*:*:*:*:

akk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.13:*:*: """

Skukakukkakak.

cpe:2.3:0:linux:linux_kernel:2.6.13.1:*:* ™

Skukakukkakak.

cpe:2.3:0:linux:linux_kernel:2.6.13.2:%:* "™

cpe:2.3:0:linux:linux_kernel:2.6.13.3:*:* "

dkuk ok ak ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.13.4:*:* "

Skk ok k ok akuk.

cpe:2.3:0:linux:linux_kernel:2.6.13.5:*:* "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.14:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:2.6.14. 1% **:*:

dkuk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.14.2:*:**:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.14.3:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.14.4:

Skk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.14.5:

Sk Lk ak kR akak,

cpe:2.3:0:linux:linux_kernel:2.6.14.6:*:*: " :*:

cpe:2.3:0:linux:linux_kernel:2.6.14. 7

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.15::*: "™

cpe:2.3:0:linux:linux_kernel:2.6.15.1 7
cpe:2.3:0:linux:linux_kernel:2.6.15.2:* " :*:
cpe:2.3:0:linux:linux_kernel:2.6.15.3:*:*****:*:

Sk Kk ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.15.4:*:**:* "

cpe:2.3:0:linux:linux_kernel:2.6.15.5:*:** "

cpe:2.3:0:linux:linux_kernel:2.6.15.6:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.15.7:%:* "™

ARk Lk ok kK k.

cpe:2.3:0:linux:linux_kernel:2.6.16.12:*:*:*:*:*:*:*:

ARk koK k kK,

cpe:2.3:0:linux:linux_kernel:2.6.16.13:*:*:*:*:*:*:*:

ARk koK k Kk,

cpe:2.3:0:linux:linux_kernel:2.6.16.14:*:*:*:**:*:*:

akLkLk kLR Lk k,

cpe:2.3:0:linux:linux_kernel:2.6.16.18:*:*:*:*:*:*:*:

Akk kKR kK,

cpe:2.3:0:linux:linux_kernel:2.6.16.19:*:*:*:*:*:*:*:

Skk Lk k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.16.2:*:*:*:*:*:*:*:

AkakLk kR Rk,

cpe:2.3:0:linux:linux_kernel:2.6.16.20::*:*:*:*:*:*:

AkakLk kR Rk,

cpe:2.3:0:linux:linux_kernel:2.6.16.22:*:*:*:*:*:*:*:

dkakak ok akak k.

cpe:2.3:0:linux:linux_kernel:2.6.16.23:*:*:***:*:*:

Akakak kR Rk,

cpe:2.3:0:linux:linux_kernel:2.6.16.27:*:*:***:*:*:

Akak koK kR k.

cpe:2.3:0:linux:linux_kernel:2.6.16.28:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.16.29:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.16.3:*:*:*:*:**:*:



cpe:2.3:0:linux:linux_kernel:2.6.16.4:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.16.5:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.16.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.16.7:*:*:*:*: "

cpe:2.3:0:linux:linux_kernel:2.6.16.8:*:*:*:*:*:*:*:

skakakukakakak.

cpe:2.3:0:linux:linux_kernel:2.6.16.9:*:*:*:*:*:*:*:

ARk LKLk kLK LK,

cpe:2.3:0:linux:linux_kernel:2.6.17:*: """

cpe:2.3:0:linux:linux_kernel:2.6.17.1:%:* ™

dkak kR Lk k Lk

cpe:2.3:0:linux:linux_kernel:2.6.17.11:*:*: ™

dkak koK k Lk k

cpe:2.3:0:linux:linux_kernel:2.6.17.12:*:*:*:*:*:*:

dkak kR kR k

cpe:2.3:0:linux:linux_kernel:2.6.17.13:*:*:*:*:*:*:

ARk kR Rk Lk

cpe:2.3:0:linux:linux_kernel:2.6.17.14:*:*:*:*:*:*:

Skk ok kkakak.

cpe:2.3:0:linux:linux_kernel:2.6.17.2:*:**:***:*:
cpe:2.3:0:linux:linux_kernel:2.6.17.3:*:
cpe:2.3:0:linux:linux_kernel:2.6.17.4:*:**:*x*:*:
cpe:2.3:0:linux:linux_kernel:2.6.17.5:*:*****:*:

Skk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.17.6:*:*: " ™
cpe:2.3:0:linux:linux_kernel:2.6.17.7:
cpe:2.3:0:linux:linux_kernel:2.6.17.8:*:*: ™

Skak ok ak ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.17.9:*:*** ™
cpe:2.3:0:linux:linux_kernel:2.6.18:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:**:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.5:*:*: % *:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1: """

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:***:*:*:

Ak kLKL KKK,

cpe:2.3:0:linux:linux_kernel:2.6.10:*: """

Ak kLKL KKK,

cpe:2.3:0:linux:linux_kernel:2.6.11:*: """

cpe:2.3:0:linux:linux_kernel:2.6.11.1:%:* ™

akLk Lk ok Lk ukk,

cpe:2.3:0:linux:linux_kernel:2.6.11.10:*:*: """

ARLakLk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.11.12:*:*:*:**:*:*:

Skk Kk k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.2:*:**:***:*:
cpe:2.3:0:linux:linux_kernel:2.6.11.3:*:* ™
cpe:2.3:0:linux:linux_kernel:2.6.11.4:*:*****:*:
cpe:2.3:0:linux:linux_kernel:2.6.11.5:*:*
cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:**:**:*:*:

Sk Lk k ok kakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.7:*:*

cpe:2.3:0:linux:linux_kernel:2.6.11.8:* " ™

Sk Lk k ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.9: ™

cpe:2.3:0:linux:linux_kernel:2.6.12.1 "

Skak ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*:****:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*: " :*:

Sk ok ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*: """

cpe:2.3:0:linux:linux_kernel:2.6.12.5:******:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.6:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:2.6.13.1:*:* "



cpe:2.3:0:linux:linux_kernel:2.6.13.2:%:* "

cpe:2.3:0:linux:linux_kernel:2.6.13.3:™:* "™

cpe:2.3:0:linux:linux_kernel:2.6.13.4:*:*:* "™

cpe:2.3:0:linux:linux_kernel:2.6.13.5:%:* "

skukakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.14. 1" "

skakakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.14.2:*:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.14.3:*:* ™

cpe:2.3:0:linux:linux_kernel:2.6.14.4:*:* "

Skkakukkakuk.

cpe:2.3:0:linux:linux_kernel:2.6.14.5:*:**:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.14.6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.14.7:*:**:***:*:

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.15:™: " "™

Skk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.15.1:* % ™

cpe:2.3:0:linux:linux_kernel:2.6.15.2:*:**:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.15.3:*:* "

dkak ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.15.4:*:*****:*:

cpe:2.3:0:linux:linux_kernel:2.6.15.5:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.15.6:*:*: " :™:

dkuk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.15.7:

cpe:2.3:0:linux:linux_kernel:2.6.16.1: "

ARk koK kR k.

cpe:2.3:0:linux:linux_kernel:2.6.16.10:* "

dk kK oKk Rk,

cpe:2.3:0:linux:linux_kernel:2.6.16.12:*:*:***:*:*:

ARk koK ok Rk,

cpe:2.3:0:linux:linux_kernel:2.6.16.13:*:*:***:*:*:

dkak koK kR k.

cpe:2.3:0:linux:linux_kernel:2.6.16.14:*:*:*:*:*:*:*:



B T R L L L I T

akLkLk ok k Kk,

cpe:2.3:0:linux:linux_kernel:2.6.16.22:*:*:*:*:*:*:*:

ARk koK Lk LKk,

cpe:2.3:0:linux:linux_kernel:2.6.16.23:*:*:*:*:*:*:*:

ARk kKR kK,

cpe:2.3:0:linux:linux_kernel:2.6.16.27:*:*:*:*:*:*:*:

dkLak kKR kK,

cpe:2.3:0:linux:linux_kernel:2.6.16.28:*:*:*:*:*:*:*:

dkLak kKRR k.

cpe:2.3:0:linux:linux_kernel:2.6.16.29::*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.16.3:*:*:*:*:*:*:*:

ARk ak kR Rk,

cpe:2.3:0:linux:linux_kernel:2.6.16.31:*:*:*:*:*:*:*:

kKR ok akak ok,

cpe:2.3:0:linux:linux_kernel:2.6.16.32:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.16.33:*: " :*:*:
cpe:2.3:0:linux:linux_kernel:2.6.16.4:*:*: "
cpe:2.3:0:linux:linux_kernel:2.6.16.5:*:*:*:*:**:*:
cpe:2.3:0:linux:linux_kernel:2.6.16.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.16.7:*:*: "

cpe:2.3:0:linux:linux_kernel:2.6.16.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.16.9:*:**:***:*:



cpe:2.3:0:linux:linux_kernel:2.6.17.2:%:* "
cpe:2.3:0:linux:linux_kernel:2.6.17.3:*:* "™

skukakkakakak.

cpe:2.3:0:linux:linux_kernel:2.6.17.4:*:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.17.5:%:* ™

skakakukakakak.

cpe:2.3:0:linux:linux_kernel:2.6.17.6:*:*:*:*: "™
cpe:2.3:0:linux:linux_kernel:2.6.17.7:*:* ™
cpe:2.3:0:linux:linux_kernel:2.6.17.8:*:* "

Skuk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.17.9:*:* < :*:
cpe:2.3:0:linux:linux_kernel:2.6.18:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:**:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.5:**:*:**:**:
cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.7:
cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:2.6.8.1:**:* "™

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.9:2.6.20:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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