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CVE CVE-2006-6097
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-11-24 18:07:00 UTC
Updated 2018-10-17 21:46:00 UTC
Description GNU tar 1.16 and 1.15.1, and possibly other versions, allows user-assisted attackers to overwrite arbitrary files via a tar file
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Tar 1.15.1 All All All

Application Gnu Tar 1.16 All All All

Application Gnu Tar 1.15.1 All All All

Application Gnu Tar 1.16 All All All
References

Reference

FreeBSD update for gtar - Advisories - Secunia

Webmail - OVH

Advisories - Mandriva Linux

VMware ESX Server 2.5.4 Upgrade Patch 5 (for 2.5.4 Systems Only)
2006-0068

[Full-disclosure] GNU tar directory traversal

SecurityReason - GNU tar directory traversal

FreeBSD-SA-06:26

About the security content of Mac OS X 10.4.9 and Security Update 2007-003

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia
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https://cve.report/CVE-2006-6097/mitre
https://cve.report/CVE-2006-6097/nist
https://cve.report/CVE-2006-6097/cve_org
https://cve.report/CVE-2006-6097.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/tar
http://cve.report/vendor/gnu
http://cve.report/software/gnu/tar
http://cve.report/vendor/gnu
http://cve.report/software/gnu/tar
http://cve.report/vendor/gnu
http://cve.report/software/gnu/tar
http://secunia.com/advisories/23198
http://www.vupen.com/english/advisories/2007/1171
http://www.mandriva.com/security/advisories?name=MDKSA-2006:219
http://www.vmware.com/support/esx25/doc/esx-254-200702-patch.html
http://www.trustix.org/errata/2006/0068/
http://lists.grok.org.uk/pipermail/full-disclosure/2006-November/050812.html
http://securityreason.com/securityalert/1918
http://security.freebsd.org/advisories/FreeBSD-SA-06:26.gtar.asc
http://docs.info.apple.com/article.html?artnum=305214
http://secunia.com/advisories/23514

20061202-01-P

Trustix update for gnupg and tar - Advisories - Secunia
issues.rpath.com/browse/RPL-821

SecurityFocus

APPLE-SA-2007-03-13 Mac OS X v10.4.9 and Security Update 2007-003

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia
Ubuntu update for tar - Advisories - Secunia

Mandriva update for tar - Advisories - Secunia

SecurityTracker.com Archives - GNU tar GNUTYPE_NAMES Record Directory Traversal Flaw May Let Remote Users Overwrite Arbitrary File
US-CERT Technical Cyber Security Alert TA07-072A -- Apple Updates for Multiple Vulnerabilities
Red Hat update for tar - Advisories - Secunia

SecurityFocus

Slackware update for tar - Advisories - Secunia

GNU Tar GNUTYPE_NAMES Remote Directory Traversal Vulnerability

Debian update for tar - Advisories - Secunia

Avaya Products tar "GNUTYPES_NAMES" Record Type Security Issue - Advisories - Secunia
usn/usn-385-1 - Ubuntu: Linux for human beings

Gentoo Linux Documentation -- Tar: Directory traversal vulnerability

Webmail - OVH

216937 — CVE-2006-6097 GNU tar directory traversal

Repository / Oval Repository

ASA-2007-015 (RHSA-2006-0749)

VMware Knowledge Base

GNU tar "GNUTYPES_NAMES" Record Type Security Issue - Advisories - Secunia
OpenPKG Corporation: Security: Security Advisories

Gentoo update for tar - Advisories - Secunia

The Slackware Linux Project: Slackware Security Advisories

VMware ESX Server Multiple Security Updates - Advisories - Secunia

Debian -- Security Information -- DSA-1223-1 tar

rPath update for tar - Advisories - Secunia

Webmail - OVH

Webmail - OVH

rhn.redhat.com | Red Hat Support
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ftp://patches.sgi.com/support/free/security/advisories/20061202-01-P.asc
http://secunia.com/advisories/23146
https://issues.rpath.com/browse/RPL-821
http://www.securityfocus.com/archive/1/464268/100/0/threaded
http://lists.apple.com/archives/security-announce/2007/Mar/msg00002.html
http://secunia.com/advisories/24479
http://secunia.com/advisories/23142
http://secunia.com/advisories/23117
http://securitytracker.com/id?1017423
http://www.us-cert.gov/cas/techalerts/TA07-072A.html
http://secunia.com/advisories/23443
http://www.securityfocus.com/archive/1/453286/100/0/threaded
http://secunia.com/advisories/23209
http://www.securityfocus.com/bid/21235
http://secunia.com/advisories/23163
http://secunia.com/advisories/23911
http://www.ubuntu.com/usn/usn-385-1
http://security.gentoo.org/glsa/glsa-200612-10.xml
http://www.vupen.com/english/advisories/2006/4717
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=216937
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10963
http://support.avaya.com/elmodocs2/security/ASA-2007-015.htm
http://kb.vmware.com/KanisaPlatform/Publishing/817/2240267_f.SAL_Public.html
http://secunia.com/advisories/23115
http://www.openpkg.com/security/advisories/OpenPKG-SA-2006.038.html
http://secunia.com/advisories/23314
http://slackware.com/security/viewer.php?l=slackware-security&y=2006&m=slackware-security.469379
http://secunia.com/advisories/24636
http://www.debian.org/security/2006/dsa-1223
http://secunia.com/advisories/23173
http://www.vupen.com/english/advisories/2006/5102
http://www.vupen.com/english/advisories/2007/0930
http://rhn.redhat.com/errata/RHSA-2006-0749.html
https://www.cve.org/CVERecord?id=CVE-2006-6097
https://nvd.nist.gov/vuln/detail/CVE-2006-6097

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox  Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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