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CVE CVE-2006-6101
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-31 05:00:00 UTC
Updated 2017-10-11 01:31:00 UTC
Description Integer overflow in the ProcRenderAddGlyphs function in the Render extension for X.Org 6.8.2, 6.9.0, 7.0, and 7.1, and XFi
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application X.org X.org 6.8.2 All All All

Application X.org X.org 6.9.0 All All All

Application X.org X.org 7.0 All All All

Application X.org X.org 71 All All All

Application X.org X.org 6.8.2 All All All

Application X.org X.org 6.9.0 All All All

Application X.org X.org 7.0 All All All

Application X.org X.org 71 All All All

Application Xfree86 Project Xfree86 All All All All

Application Xfree86 Project Xfree86 All All All All

Reference Source Link
ASA-2007-066 (RHSA-2007-0002) CONFIRM supf
Security Announcement SUSE Www
rhn.redhat.com | Red Hat Support REDHAT WWW
Gentoo Linux Documentation -- X.Org X server: Multiple vulnerabilities GENTOO secL
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HP-UX update for Xserver - Advisories - Secunia

Repository / Oval Repository

Webmail - OVH

XFree86 "DBE" and "Render" Extensions Vulnerabilities - Advisories - Secunia

Ubuntu update for xserver-xorg-core - Advisories - Secunia

Gentoo update for xorg-server - Advisories - Secunia

SUSE update for XFree86 and Xorg - Advisories - Secunia

Webmail - OVH

The Slackware Linux Project: Slackware Security Advisories

Debian update for xfree86 - Advisories - Secunia

Red Hat update for xorg-x11 - Advisories - Secunia

20070109 Multiple Vendor X Server Render Extension ProcRenderAddGlyphs Memory Corruption Vulnerability
ASA-2007-074 (SUN 102803)

32084

Webmail - OVH

Avaya CMS xfs / X Render and DBE Extensions Vulnerabilities - Advisories - Secunia
Advisories - Mandriva Linux

X.Org X11 "DBE" and "Render" Extensions Vulnerabilities - Advisories - Secunia

IBM X-Force Exchange

Avaya Products XFree86 "DBE" and "Render" Extensions Vulnerabilities - Advisories - Secunia
Mandriva update for xorg-x11 - Advisories - Secunia

[ANNOUNCE] X.Org Security Advisory: multiple integer overflows in dbe and render extensions
SSRT071295

Webmail - OVH

X.Org DBE And Render Extensions Multiple Local Integer Overflow Vulnerabilities

Webmail - OVH

issues.rpath.com/browse/RPL-920

Support
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NetBSD-SA2007-002

USN-403-1: X.org vulnerabilities | Ubuntu
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Debian -- Security Information -- DSA-1249-1 xfree86

X Memory Corruption Errors in Render and DBE Extensions Let Local Users Gain Root Privileges - SecurityTracker
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NVD vulnerability detail NVD nvd.
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox  Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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