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Summary

CVE CVE-2006-6102

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-31 05:00:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description Integer overflow in the ProcDbeGetVisualInfo function in the DBE extension for X.Org 6.8.2, 6.9.0, 7.0, and 7.1, and XFree86 X server, allows local users to execute arbitrary code via a crafted X protocol request that triggers memory corruption during processing of unspecified data structures.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application X.org X.org 6.8.2 All All All

Application X.org X.org 6.9.0 All All All

Application X.org X.org 7.0 All All All

Application X.org X.org 7.1 All All All

Application X.org X.org 6.8.2 All All All

Application X.org X.org 6.9.0 All All All

Application X.org X.org 7.0 All All All

Application X.org X.org 7.1 All All All

Application Xfree86 Project Xfree86 X Server All All All All

Application Xfree86 Project Xfree86 X Server All All All All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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