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Summary

CVE CVE-2006-6112

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-06 22:28:00 UTC

Updated 2018-10-17 21:46:00 UTC

Description LifeType 1.0.x and 1.1.x have insufficient access control for all of the PHP scripts under (1) class/ and (2) plugins/, which allows remote attackers to obtain the installation path via a direct request to any of the scripts, as demonstrated by (a) bayesianfilter.class.php and (b) bootstrap.php, which leaks the path in an error message.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lifetype Lifetype 1.0.2 All All All

Application Lifetype Lifetype 1.0.3 All All All

Application Lifetype Lifetype 1.0.4 All All All

Application Lifetype Lifetype 1.0.5 All All All

Application Lifetype Lifetype 1.1.0 All All All

Application Lifetype Lifetype 1.1.1 All All All

Application Lifetype Lifetype 1.1.2 All All All

Application Lifetype Lifetype 1.0.2 All All All

Application Lifetype Lifetype 1.0.3 All All All

Application Lifetype Lifetype 1.0.4 All All All

Application Lifetype Lifetype 1.0.5 All All All

Application Lifetype Lifetype 1.1.0 All All All

Application Lifetype Lifetype 1.1.1 All All All

Application Lifetype Lifetype 1.1.2 All All All
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SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

netVigilance, Inc. - Security Advisories MISC www.netvigilance.com Exploit, Patch, Vendor Advisory

LifeType Development Journal CONFIRM www.lifetype.net Patch, Vendor Advisory

SecurityReason - LifeType version 1.1.2 Multiple Path Disclosure Vulnerabilities SREASON securityreason.com

30685 OSVDB www.osvdb.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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