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Description

Risk And Classification

Buffer overflow in the tls_x509_name_oneline function in the mod_tls module, as used in ProFTPD 1.3.0a and earlier, and |

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Vendor Product

Type

Application Proftpd Project Proftpd

Version Update

All All

Edition Language

All All

References

Reference

ProFTPD MOD_TLS Remote Buffer Overflow Vulnerability

Gentoo Linux Documentation -- ProFTPD: Remote execution of arbitrary code

Mandriva update for proftpd - Advisories - Secunia

Debian update for proftpd - Secunia.com

2006-0066

Debian -- Security Information -- DSA-1222-2 proftpd

Slackware update for proftpd - Advisories - Secunia

Evgeny Legerov's personal blog

SecurityFocus

SecurityFocus

IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[Full-disclosure] ProFTPD mod_tls pre-authentication buffer overflow

Source

BID

GENTOO

SECUNIA

SECUNIA

TRUSTIX

DEBIAN

SECUNIA

MISC

BUGTRAQ

BUGTRAQ

XF

VUPEN

FULLDISC

Link Tags
www.securityfocus.com
www.gentoo.org
secunia.com
secunia.com
www.trustix.org
www.debian.org
secunia.com
elegerov.blogspot.com Exploit, Ve
www.securityfocus.com
www.securityfocus.com
exchange.xforce.ibmcloud.com
www.vupen.com

lists.grok.org.uk Exploit, Ve


https://cve.report/
https://cve.report/CVE-2006-6170/mitre
https://cve.report/CVE-2006-6170/nist
https://cve.report/CVE-2006-6170/cve_org
https://cve.report/CVE-2006-6170.pdf
http://cve.report/vendor/proftpd_project
http://cve.report/software/proftpd_project/proftpd
http://www.securityfocus.com/bid/21326
http://www.gentoo.org/security/en/glsa/glsa-200611-26.xml
http://secunia.com/advisories/23184
http://secunia.com/advisories/23174
http://www.trustix.org/errata/2006/0066
http://www.debian.org/security/2006/dsa-1222
http://secunia.com/advisories/23207
http://elegerov.blogspot.com/2006/10/do-you-remember-2-years-old-overflow.html
http://www.securityfocus.com/archive/1/452993/100/100/threaded
http://www.securityfocus.com/archive/1/452228/100/100/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/30554
http://www.vupen.com/english/advisories/2006/4745
http://lists.grok.org.uk/pipermail/full-disclosure/2006-November/050935.html

Advisories - Mandriva Linux

ProFTPD mod_tls Buffer Overflow Vulnerability - Advisories - Secunia
SecurityFocus

214820 — (CVE-2006-5815) CVE-2006-5815: proftpd unspecified vulnerability
Gentoo update for proftpd - Advisories - Secunia

The Slackware Linux Project: Slackware Security Advisories

CVE Program record

NVD vulnerability detail

/]

MANDRIVA

SECUNIA

BUGTRAQ

CONFIRM

SECUNIA

SLACKWARE

CVE.ORG

NVD

www.mandriva.com

secunia.com Vendor Ac
www.securityfocus.com

bugzilla.redhat.com Vendor Ac
secunia.com

slackware.com

WWWw.cve.org canonical

nvd.nist.gov canonical,

|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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