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Summary

CVE CVE-2006-6173

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-11-30 16:28:00 UTC

Updated 2017-07-29 01:29:00 UTC

Description Buffer overflow in the shared_region_make_private_np function in vm/vm_unix.c in Mac OS X 10.4.6 and earlier allows local users to execute arbitrary code via (1) a small range count, which causes insufficient memory allocation, or (2) a large number of ranges in the shared_region_make_private_np_args parameter.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

References

Reference

Apple Mac OS X Shared_Region_Make_Private_Np Kernel Function Local Memory Corruption Vulnerability

About the security content of Mac OS X 10.4.9 and Security Update 2007-003

Month of Kernel Bugs (MoKB): Mac OS X shared_region_make_private_np() Memory Corruption

APPLE-SA-2007-03-13 Mac OS X v10.4.9 and Security Update 2007-003

Mac OS X shared_region_make_private_np() Memory Error Lets Local Users Gain Elevated Privileges - SecurityTracker

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia

Apple Mac OS X "shared_region_make_private_np()" Buffer Overflow - Advisories - Secunia

US-CERT Technical Cyber Security Alert TA07-072A -- Apple Updates for Multiple Vulnerabilities

SecurityTracker.com Archives - Mac OS X Lets Remote Users Execute Arbitrary Code and Local Users Obtain Elevated Privileges and Deny Service

IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Webmail - OVH
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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