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The read_multipart function in cgi.rb in Ruby before 1.8.5-p2 does not properly detect boundaries in MIME multipart conten’
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Yukihiro Matsumoto Ruby 1.8 All All All
Yukihiro Matsumoto Ruby 1.8.1 All All All
Yukihiro Matsumoto Ruby 1.8.2 All All All
Yukihiro Matsumoto Ruby 1.8.2_prel All All All
Yukihiro Matsumoto Ruby 1.8.2_pre2 All All All
Yukihiro Matsumoto Ruby 1.8.3 All All All
Yukihiro Matsumoto Ruby 1.8.4 All All All
Yukihiro Matsumoto Ruby 1.8.5 All All All
Yukihiro Matsumoto Ruby 1.8 All All All
Yukihiro Matsumoto Ruby 1.8.1 All All All
Yukihiro Matsumoto Ruby 1.8.2 All All All
Yukihiro Matsumoto Ruby 1.8.2_prel All All All
Yukihiro Matsumoto Ruby 1.8.2_pre2 All All All
Yukihiro Matsumoto Ruby 1.8.3 All All All
Yukihiro Matsumoto Ruby 1.8.4 All All All
Yukihiro Matsumoto Ruby 1.8.5 All All All
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Advisories - Mandriva Linux
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Gentoo Linux Documentation -- Ruby: Denial of Service vulnerability
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Another DoS Vulnerability in CGI Library

Apple Mac OS X Security Update for Multiple Vulnerabilities - Advisories - Secunia
Ruby CGI.RB Library Remote Denial Of Service Vulnerability

Repository / Oval Repository

svn.ruby-lang.org

Security Announcement

About Security Update 2007-005

IBM X-Force Exchange
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SecurityTracker.com Archives - Ruby MIME Parsing Bug in cgi.rb Lets Remote Users Deny Service

JVN#84798830: Ruby @ CGl 54 75 U cgirb ICH T3 — ERERIHE (DoS) DAESHHE

Gentoo Bug 157048 - dev-lang/ruby: Another DoS Vulnerability in CGl Library (CVE-2006-6303)
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Link

secunia.com
www.ubuntu.com
secunia.com
www.vupen.com
securitytracker.com
www.mandriva.com
jvn.jp
bugs.gentoo.org
lists.apple.com
security.gentoo.org
www.vupen.com
www.ruby-lang.org
secunia.com
www.securityfocus.com
oval.cisecurity.org
www.ruby-lang.org
www.novell.com
docs.info.apple.com
exchange.xforce.ibmclot
bugzilla.redhat.com
secunia.com
secunia.com
secunia.com
www.redhat.com
jvn.jp

www.cve.org

nvd.nist.gov

Organization Published Contributor Statement

Red Hat 2008-07-14 Joshua Bressers Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

1]

There are currently no legacy QID mappings associated with this CVE.
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http://www.ruby-lang.org/en/news/2006/12/04/another-dos-vulnerability-in-cgi-library/
http://secunia.com/advisories/25402
http://www.securityfocus.com/bid/21441
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10529
http://www.ruby-lang.org/cgi-bin/cvsweb.cgi/ruby/lib/cgi.rb.diff?f=h&only_with_tag=MAIN&r1=text&tr1=1.92&r2=text&tr2=1.91
http://www.novell.com/linux/security/advisories/2007_4_sr.html
http://docs.info.apple.com/article.html?artnum=305530
https://exchange.xforce.ibmcloud.com/vulnerabilities/30734
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