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Summary

CVE CVE-2006-6304

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-14 20:28:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description The do_coredump function in fs/exec.c in the Linux kernel 2.6.19 sets the flag variable to O_EXCL but does not use it, which allows context-dependent attackers to modify arbitrary files via a rewrite attack during a core dump.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.6.19 All All All

Operating System Linux Linux Kernel 2.6.19 All All All

References

Reference Source Link Tags

Repository / Oval Repository OVAL oval.cisecurity.org

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

Linux Kernel "do_coredump()" File Overwrite Vulnerability - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Red Hat Customer Portal REDHAT rhn.redhat.com

ASA-2010-026 (RHSA-2010-0046) CONFIRM support.avaya.com

Linux Kernel Do_Coredump Security Bypass Vulnerability BID www.securityfocus.com Patch

Repository / Oval Repository OVAL oval.cisecurity.org

Webmail - OVH VUPEN www.vupen.com Vendor Advisory

2006-0074 TRUSTIX www.trustix.org

404: File not found CONFIRM www.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2006-6304/mitre
https://cve.report/CVE-2006-6304/nist
https://cve.report/CVE-2006-6304/cve_org
https://cve.report/api/cve/CVE-2006-6304.json
https://cve.report/CVE-2006-6304.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10797
https://rhn.redhat.com/errata/RHSA-2010-0046.html
http://secunia.com/advisories/23349
https://rhn.redhat.com/errata/RHSA-2010-0095.html
http://support.avaya.com/css/P8/documents/100073666
http://www.securityfocus.com/bid/21591
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A7446
http://www.vupen.com/english/advisories/2006/5002
http://www.trustix.org/errata/2006/0074/
http://www.kernel.org/pub/linux/kernel/v2.6/ChangeLog-2.6.19.1
https://www.cve.org/CVERecord?id=CVE-2006-6304
https://nvd.nist.gov/vuln/detail/CVE-2006-6304


Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-01-21 Tomas Hoger This issue did not affect the versions of the Linux kernel as shipped with Red Hat Enterprise Linux 3, 4 and Red Hat Enterprise MRG. Shipped kernels do not include upstream commit d025c9db that introduced the problem. This upstream commit was backported in Red Hat Enterprise Linux 5 via RHSA-2009:0225. It was later reported and addressed in Red Hat Enterprise Linux 5 via https://rhn.redhat.com/errata/RHSA-2010-0046.html

There are currently no legacy QID mappings associated with this CVE.
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