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Summary

CVE CVE-2006-6305

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-06 22:28:00 UTC

Updated 2017-07-29 01:29:00 UTC

Description Unspecified vulnerability in Net-SNMP 5.3 before 5.3.0.1, when configured using the rocommunity or rouser snmpd.conf tokens, causes Net-SNMP to grant write access to users or communities that only have read-only access.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Net-snmp Net-snmp 5.3 All All All

Application Net-snmp Net-snmp 5.3 All All All

References

Reference

Net-SNMP

IBM X-Force Exchange

Net-SNMP

Net-SNMP SNMPD.Conf Tokens Security Restriction Bypass Vulnerability

Net-SNMP Security Bypass and Denial of Service - Advisories - Secunia

SecurityTracker.com Archives - Net-SNMP Grants Write Access to Read-Only Objects on Systems Configured With 'rocommunity' and 'rouser' Tokens

Page not found - SourceForge.net

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

https://cve.report/
https://cve.report/CVE-2006-6305/mitre
https://cve.report/CVE-2006-6305/nist
https://cve.report/CVE-2006-6305/cve_org
https://cve.report/api/cve/CVE-2006-6305.json
https://cve.report/CVE-2006-6305.pdf
http://cve.report/vendor/net-snmp
http://cve.report/software/net-snmp/net-snmp
http://cve.report/vendor/net-snmp
http://cve.report/software/net-snmp/net-snmp
http://net-snmp.sourceforge.net/about/ChangeLog.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/30782
http://net-snmp.sourceforge.net/about/news.html
http://www.securityfocus.com/bid/21503
http://secunia.com/advisories/23285
http://securitytracker.com/id?1017355
http://sourceforge.net/forum/forum.php?forum_id=531399
https://www.cve.org/CVERecord?id=CVE-2006-6305
https://nvd.nist.gov/vuln/detail/CVE-2006-6305


Red Hat 2007-03-14 Joshua Bressers Not vulnerable. This issue does not affect the versions of net-smtp as shipped with Red Hat Enterprise Linux 2.1, 3, or 4. Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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