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CVE CVE-2006-6332
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2006-12-10 11:28:00 UTC
Updated 2017-07-29 01:29:00 UTC
Description Stack-based buffer overflow in net80211/ieee80211_wireless.c in MadWifi before 0.9.2.1 allows remote attackers to execut
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Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Madwifi Madwifi 0.9.2.1 All
Application Madwifi Madwifi 0.9.2.1 All

Edition Language
All All
All All

References

Reference Source
US-CERT Vulnerability Note VU#925529 CERT-VN
MadWifi: Kernel driver buffer overflow — Gentoo Linux Documentation GENTOO
news/20061207/release-0-9-2-1-fixes-critical-security-issue - MadWifi - Trac CONFIRM
Security Announcement SUSE
MadWifi Buffer Overflow Vulnerability - Advisories - Secunia SECUNIA
Ubuntu update for madwifi - Advisories - Secunia SECUNIA
IBM X-Force Exchange XF

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA
Webmail - OVH VUPEN
[1842] - MadWifi - Trac MISC
Security Announcement SUSE
usn/usn-404-1 - Ubuntu: Linux for human beings UBUNTU

Link Tags
www.kb.cert.org US Goy
security.gentoo.org

madwifi.org

www.novell.com

secunia.com Vendor
secunia.com
exchange.xforce.ibmcloud.com
secunia.com

www.vupen.com

madwifi.org Patch
www.novell.com

www.ubuntu.com


https://cve.report/
https://cve.report/CVE-2006-6332/mitre
https://cve.report/CVE-2006-6332/nist
https://cve.report/CVE-2006-6332/cve_org
https://cve.report/api/cve/CVE-2006-6332.json
https://cve.report/CVE-2006-6332.pdf
http://cve.report/vendor/madwifi
http://cve.report/software/madwifi/madwifi
http://cve.report/vendor/madwifi
http://cve.report/software/madwifi/madwifi
http://www.kb.cert.org/vuls/id/925529
http://security.gentoo.org/glsa/glsa-200612-09.xml
http://madwifi.org/wiki/news/20061207/release-0-9-2-1-fixes-critical-security-issue
http://www.novell.com/linux/security/advisories/2006_74_madwifi.html
http://secunia.com/advisories/23277
http://secunia.com/advisories/23694
https://exchange.xforce.ibmcloud.com/vulnerabilities/30800
http://secunia.com/advisories/23335
http://www.vupen.com/english/advisories/2006/4901
http://madwifi.org/changeset/1842
http://www.novell.com/linux/security/advisories/2006_28_sr.html
http://www.ubuntu.com/usn/usn-404-1

MADWIFi Linux Kernel Device Driver Multiple Remote Buffer Overflow Vulnerabilities BID www.securityfocus.com Patch
[Dailydave] Madwifi SIOCSIWSCAN vulnerability (CVE-2006-6332) MLIST lists.immunitysec.com

CVE Program record CVE.ORG www.cve.org canonic
NVD vulnerability detail NVD nvd.nist.gov canonic
< |

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-04-17 Mark J Cox  Not vulnerable. The MadWiFi wireless driver is not shipped with Red Hat Enterprise Linux 2.1, 3

There are currently no legacy QID mappings associated with this CVE.
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