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CVE CVE-2006-6383
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-10 20:28:00 UTC
Updated 2018-10-17 21:47:00 UTC
Description PHP 5.2.0 and 4.4 allows local users to bypass safe_mode and open_basedir restrictions via a malicious path and a null by
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 4.4.0 All All All

Application Php Php 5.2.0 All All All

Application Php Php 4.4.0 All All All

Application Php Php 5.2.0 All All All

Reference Sou
PHP Session.Save_Path() Safe_Mode and Open_Basedir Restriction Bypass Vulnerability BID
Advisories | Mandriva MA?
SecurityReason - PHP 5.2.0 session.save_path safe_mode and open_basedir bypass SRE

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: php security problems (SUSE-SA:2007:020) SUS

cvs.php.net/viewcvs.cgi/php-src/ext/session/session.c cor
OpenPKG Corporation: Security: Security Advisories OPE
SecurityFocus BUC
SUSE update for php4 and php5 - Advisories - Secunia SEC
SecurityReason - PHP 5.2.0 session.save_path safe_mode and open_basedir bypass SRE

Mandriva update for php - Advisories - Secunia SEC
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http://cve.report/vendor/php
http://cve.report/software/php/php
http://www.securityfocus.com/bid/21508
http://www.mandriva.com/security/advisories?name=MDKSA-2007:038
http://securityreason.com/securityalert/2000
http://lists.suse.com/archive/suse-security-announce/2007-Mar/0003.html
http://cvs.php.net/viewcvs.cgi/php-src/ext/session/session.c?r1=1.336.2.53.2.7&r2=1.336.2.53.2.8
http://www.openpkg.com/security/advisories/OpenPKG-SA-2007.010.html
http://www.securityfocus.com/archive/1/453938/30/9270/threaded
http://secunia.com/advisories/24514
http://securityreason.com/achievement_securityalert/43
http://secunia.com/advisories/24022
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-12-19 Mark J Cox  We do not consider these to be security issues. For more details see http://bugzilla.redhat.com/t
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There are currently no legacy QID mappings associated with this CVE.
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