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CVE CVE-2006-6385
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2006-12-08 01:28:00 UTC
Updated 2018-10-17 21:48:00 UTC

Description Stack-based buffer overflow in Intel PRO 10/100, PRO/1000, and PRO/10GbE PCI, PCI-X, and PCle network adapter drive
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Intel Pro 1000 Adapters All All All All

Hardware Intel Pro 1000 Adapters All All All All

Hardware Intel Pro 1000 Adapters All All All All

Hardware Intel Pro 1000 Pcie Adapters All All All All

Hardware Intel Pro 10gbe Adapters All All All All

Hardware Intel Pro 10 100 Adapters All All All All

Hardware Intel Pro 10 100 Adapters All All All All

Hardware Intel Pro 10 100 Adapters All All All All

Reference Source Link
US-CERT Vulnerability Note VU#296681 CERT-VN www.kb.cert.or
Intel Network Drivers Local Privilege Escalation Vulnerability BID www.securityfo
SecurityFocus BUGTRAQ  www.securityfo
SecurityReason - Intel Network Adapter Driver Local Privilege Escalation SREASON  securityreason.
Webmail - OVH VUPEN www.vupen.cor
SecurityTracker.com Archives - Intel LAN Driver Buffer Overflow Lets Local Users Obtain Elevated Privleges SECTRACK securitytracker.
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http://securityreason.com/securityalert/2007
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http://securitytracker.com/id?1017346

This page provides Security Information. : FUJITSU CONFIRM www.fujitsu.con
Intel LAN Driver Buffer Overflow Local Privilege Escalation MLIST lists.freebsd.or¢
eEye Digital Security - Research MISC research.eeye.(
Intel Support CONFIRM  www.intel.com
eEye Digital Security - Research MISC research.eeye.(
IBM X-Force Exchange XF exchange.xforc
Intel LAN Driver OID Handler Privilege Escalation Vulnerability - Advisories - Secunia SECUNIA secunia.com
CVE Program record CVE.ORG WWw.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-12-08 Joshua Bressers Not Vulnerable. eEye Research advisory AD20061207 (Intel Network Adapter Driver Local |

/ |

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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