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Summary

CVE CVE-2006-6477

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-20 02:28:00 UTC

Updated 2018-10-17 21:48:00 UTC

Description FRAgent.exe in Mandiant First Response (MFR) before 1.1.1, when run in daemon mode and configured to use only HTTP, allows local users to modify requests and responses between a client and an agent by hijacking an HTTP FRAgent daemon and conducting a man-in-the-middle (MITM) attack.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mandiant First Response All All All All

References

Reference Source

MANDIANT First Response FRAgent Lets Remote Users Deny Service and Local Users Hijack Connections - SecurityTracker SECTRACK

SecurityFocus BUGTRAQ

Mandiant First Response Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Multiple Vulnerabilities in Mandiant First Response - CXSecurity.com SREASON

MANDIANT: Intelligent Information Security CONFIRM

Mandiant First Response Multiple Denial of Service and Agent Hijacking Vulnerabilities BID

symantec.com has moved to broadcom.com MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2006-6477/mitre
https://cve.report/CVE-2006-6477/nist
https://cve.report/CVE-2006-6477/cve_org
https://cve.report/api/cve/CVE-2006-6477.json
https://cve.report/CVE-2006-6477.pdf
http://cve.report/vendor/mandiant
http://cve.report/software/mandiant/first_response
http://securitytracker.com/id?1017394
http://www.securityfocus.com/archive/1/454712/100/0/threaded
http://secunia.com/advisories/23393
http://www.vupen.com/english/advisories/2006/5061
http://securityreason.com/securityalert/2052
http://www.mandiant.com/firstresponse.htm
http://www.securityfocus.com/bid/21548
http://www.symantec.com/enterprise/research/SYMSA-2006-013.txt
https://www.cve.org/CVERecord?id=CVE-2006-6477
https://nvd.nist.gov/vuln/detail/CVE-2006-6477


There are currently no legacy QID mappings associated with this CVE.
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